TFA)HEREDRYNT—D-HA/\—F2) T«
NFHICHTLAMEHAAEBR RV

EHBAFIZEHS T4 IT ARAEREIR BT 5RE

REHRSTE
NICT T2 b BT

£EE5%  Washington | CORE

2009 £ 3 A



YA N—tF21)T4RUIT R&D HRFE 2009 £ 3 B

B X
1. FAAEREICETAHIT REDISEATIFHEBIUBER ..o 1
1.1 2009 FREIT REDEIB B EMEE ..o 5
FTBREDELE ..ottt ettt ettt ettt 7
EFREDFEDELMAENTE 2009 FEBEFE (RTFREBILAD oo 9
2000 F EMET T BB I TR T D R B T oot 12
2009 FREEEIRIT REDFE D ZIHT ooooviveieeeeeee s 12
1.2 2009 FEEIT RED FBEMBM.....o.coovoevveeceeieieceecseeeses s 19
B TR (ECONOMIC SUMUIUS) .ottt sttt en e en s n s en e 19
1.3 IT R&DICH T BDIEFREE R DB .o 23
BB RICBTAEEIT RADB ETL AN = EE oo 23
1.4 2009 FEELIBEDIT REDEFFHBE ..o 29
2 RYRT—=0 B AN—tF2)TAIZEFTHREDEIAE ..o, 31
21 ERRYNT—U-tXa)TAREDEHEEBEE ..o 35
22  ERRYNT =B AR ) T AR oo 39
2.2.1 EHRBRFIZETEIRINT =7 HAN—EFX2UTAEIE e, 39
222 AFEMEXR YA /N\—tF 1) T4 4=F7F 7 (CNCI: Comprehensive National Cyber
Security Initiative) EZDMEBAL =S TFITDEIZEERBR oo 42
23  EBBHOETBEHA/N—EF2I)TAREDTOT S L oo 45
2.3.1 TOTTLRUETEIEAEE ..ottt 45
2.3.2 B+ &£ RESE (DHS: Department of Homeland SECUNity) ........c..cccevevevevevereiereeeen, 46
2.3.3 B A EEEMEE LS (DARPA: Defense Advanced Research Projects Agency) .. 48
2.3.4 £ R =B (NSF: National Science FOUNAtioN) ...........c.cceeveeveeceereeeceeeeeeseeeeseseeesenaeae 54
2.3.5 EREZLIRIER (NSA: National SECUrity AGENCY) ........ccueveceereeeereeieeieeseeesessesiessesseessssesnaons 59
2.3.6 DoD BEHEES £, BE. ZZE (DoD Services: Army, Navy, Air FOrce) .......cccccoovvvvevrennnn 59

Page 1



YA N—tF21)T4RUIT R&D HRFE 2009 £ 3 B

2.4 FERYRT =7 X2)TAREDEIFI—DBEE ..o 60
R 60
22 R ettt ettt et r et e et e et e et r et n ettt 64
2,3 A ettt ettt e e ettt e et e et n ettt er e 66

2.5 0. > JOTR RO OT TSSOSO 69

Page 2



HAN—EF2)T4EELVIT R&D BRAFE 2009 £ 3 A

1. ZAJHEREIZHTAIT R&DIZEATRZFEBLUVRE

[RybD—F 25 ROERE#T T 0455 L (NITRD: Networking and Information Technology
Program) 1EL THIGM DK EDEHRBEEHMARRFE T R&D) TOT S AL, KEEFHBK
FICE T2 RBELETEEEARFAE)S—F - a—T1r—2aV)flOFTH RLER
AEVWITOTSLDVEDTHD. 4 AFHEDFEAXGRABTIOI S LELT 1980 FHRKIZH
phat, 1991 FICERICFHRBINT-, LFF(E 8 #EIAS ML, FTEIH 6 EFILZo1=, 2008
FEFSM 13 #EAICKL., L4845 33 BERLOFEMNEYLTON., SSICEHEREE
(embedded defense activities) FPEEL T, ZEDEEMNIRESIN TS, 2009 FE KHfE
FEEREEL. 36 {ER Lo,

IT R&DIF. ANTBHEICEVWTEHEEBEELSINTHY . ERESNSLBAVZHEZITTL
%%, TOHER. ERBFICETHHMBIRELFEREICELVIZEN D LLT ATAT T LAD
RELEE 2007 FEEM D 2008 FEEITHITT, £ 13%IBRESN TS, 2009 FEH LU 2010
EEORBRNLEHIEIL. BRERTEELTHATH S, KEDOEBBATHREXRAE., FTERE
R (HR2638) DTFITEESNTEY. 2009 F£ 3 A 6 BET. TAVFLEZTDOFEEET 2008
FELRKELEINTVD, ERBRIBRE. CERELRIMRERILIZEDNATEY.
2009 EERBRBHFEEOERFN., FLAEHEERTVEIMKETHS, BRED S, EFH
BRI FERFRBZFEAVSIFXNVERL. HEEMIC 2000 FEFZHFEBIZRESILIC
BHEFELTINS,

UTIZ NITRD AT S LEEMET 2H8EGD. LKOADBRRVHEXEETY

! FEY 2009 Networking and Information Technology Research and Development: Supplement to the
President’s Budget, National Coordination Office for Networking and Information Technology Research
and Development, February 2008

2 Analytical Perspectives, Budget of the United States Government, Fiscal Year 2008, Office of Management
and Budget, February 2007

® FY 2009 Administration Research and Development Budget Priorities, Office of Science and Technology
Policy, August 2007

* EY 2008 Networking and Information Technology Research and Development: Supplement to the
President’s Budget, National Coordination Office for Networking and Information Technology Research
and Development, August 2007
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1. EHEHFEEFYFT—F>2JR&D 51E (The Federal Plan for Advanced
Networking Research and DeveIopment)S:

BT BRI (RRD T4 —R) HMERLL. 2008 FIZHRINI-COETEIE, M
5 10 EfzhH =Y, EBBFDO R I—F T EHERD=OIBHELINSEIE
MEEBEERL-EDTH D, TA—FNAUER- Ry —OBRICEWNT, XE  MEIC
ENTWAIEEMBEHRL . KfEH FRAMTB = (OSTP: Office of Science and
Technology Policy) DgRICEYERENT=", ST EIE. tX 217 CEEMEMNHY., HhD
MEERAEATO—RNAUR - Ry T—VERARTH-HDE a3V EEBIREIRTT S
ABELLEOTWND, COEDIVHEERT H1=ODBEIZEL T, UTITTRT 4 mh YA
FhTWS,

B 1l +EXa7LixvbT—0-H—EXDRH

B 2. £Fa7H70—N\)LEERYRT—2 (global federated networks)
DER

BiE3. RubI—UDEMELTY—1E(EEL) DEE

B 4 SERYNI—U-SXATLERMORREZEL . EHBAT . HFRHE.
RREEXE. RUZDOMEI2—2EBTH54/~A—2a> DRE

FTETIE. Cho BIRZEM T AICHY . EROMAREEZRRIPLENH DL
BLEET . RADHRE, CNoREZRRIT A-HOITBELSNHIMRELZLELT
L\éo

2. EIMHEIFY 1 /V—tF2!) T 1E#H R FR&D 51 E (Federal Plan for Cyber
Security and Information Assurance Research and Development)7:

® Federal Plan for Advanced Networking Research and Development, National Science and Technology
Council, September 2008

® OECD Broadband Statistics to June 2007, Organisation for Economic Co-operation and Development

" Federal Plan for Cyber Security and Information Assurance Research and Development, National Science
and Technology Council, April 2006
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BFEMESIIL—THERML. 2006 FIZRERIN-COHEIL. RDBFOHFEE IT
R&D R—hrIA)AIZHAAEE R EELIT, EARMLBRETO R ICEHDEECE
FEMTEIABRLLEO>TVNS, FAMN\—tF 1 TALBERRILIES . RATOT S AIC
BLTHREEN S BRIZKEVWATI)—THS,

3. THEZFZ 1S —F—20T ) — R RICHITEIEH I MRE&D (Leadership
Under Challenge: Information Technology R&D in a Competitive World )® :

K#FER R ATEEMZ B4 (PCAST: President's Council of Advisors on Science
and Technology) M ERLL . 2007 £ 8 AIZHKRSNI=CHOXEIL. NITRD 7O5 5L
EEHMELI-2DTHD, WAEDERR IT RE&D X FTH5—AT. MNRETELAM.
MORABAICZLVWTOYSLNETELR%HHL. REWTRENKRE HDH
B TAERMEDHS RED ZHAEL TS, T, TOOICIEFEEHAEIL—
LO—YDORELNBETHLEEREL. T 2 HOBELFEDERLIIFEERIETS
HEMEBRFAL-, RETIXIRE. PCAST OREICIGADHEEERDTHY., — 8
NOERZERODILELLIC. TNLHBEADBEVWAUTIREEHLHENT. KELH
ELTLS,

4. 2009 £ FHH#ERID 7 E#E s FIE (FY 2009 Administration Research and
Development Budget Priorities ) :

TP EEEE (OMB: Office of Management and Budget) &, OSTP D& B EME
FXL. 2007 & 8 RICERIN-COXEL, BHEDEBEFELLTIT R&D DEEM
ZRIATHONBLLEOTNND, SHEBEITH L. IT R&D HREBEIEMDREIZHIZY.
PCAST [C&AIRE (AIB)EEETHLERDOTNS, F-. ERBFEER VLT —
X4 R&D EEI (FB) ESEM ST HEEBIT. RYLT—IMRIREDEEIELLRES
LT AFTEZFATEHIIELTERLTLS,

BEBCRICEALTIX., 7R3 ALILGEEDIERZEL. IT R&D 72 50 h CTHE T B % #k 5k
LTERTIARELOTLNS,

® Leadership Under Challenge: Information Technology R&D in a Competitive World, President’s Council
of Advisors on Science and Technology, August 2007

° FY 2009 Administration Research and Development Budget Priorities, op. cit.
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> NAIVR-OVEa—TA T - D RATLRARENPBEAZEL . Y A/\—(2TF

> ERRYRNT—XT5ET YR aVEA—TAUTEED . BERYNI X5 HiTET T
r—3av

> YAN—txa)T1ETAMEKT T r—ay

2007 FEIZRRINT- PCAST [Z&D NITRD A1 =F7FTDLE 12— 4§58 %3217 T. NITRD D
ERFABEHB (National Coordinating Office) (&, 7OJ S LD EHT- BT EERICEF
L72.2009 & 2 AXRICIE T P BHOELEMEEEBELTIS UL DC TI—9avTw
FEL. TEREICDOVNTAUTYREROHTIVS, T—U23vTTIE, NITRD SIEEDO K%
ENNOoEMRDBROIREICEZIEIT -, & IT R&D OSHDTE N EL T, ZHIC
ENS-HARPDEET—ID—HELUTIZRENT S,

> XA (Emergent Cognition): HA/N\—IRIE, ABDMEE. RULESRRENE
HETHIET, AIRELADHFT-GHME. BER. RMNOFAICAITE-MET—<, B
MICIE BIRIE. BTV ARBICLIBELA . SOICHBBERETOELRE
HAEHELIILT. BHERRICHTINMBEEDOREL BT LOUMELFEITFON
%,

> k7 Beyond Virtual): REHREBEHREMETIET. HILBBRERL
ERZAREIC. EFOEZR LI EELLIEMET <, CORBORAREIZE. A4
— 4PNV RT L AT OERARYRNT—F 5 LRI TAET4 RUPNA
A AN— A A—T—RIZETREDONESEND,

> (5FE-##15 (Trust and Confidence): HA/N\— - RTLDB-0FTHEDHH SR
(. B3 -HEI/HATRINTHOTAETHY . T—2ENV—X (BR) M. KREET
HEHDEODHFERAINLGIENRIASNIDVENH D, COBEBDOHRICE.ID
EB BREX1TA. TIAN—RE BTV EXGIR. BSt. RUN AT
YRS RTLICETHEDNEEND,

HEBRAEORTHRIFZESNATOEGWLA, D=3y T TiThnl=ERE. B4 DOH#E
[ZEF5 IT R&D RELICEATHELES-REE,. REIMERREDHMAIZEELXEZ 5D
DEBHLNDB,
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1.1 2009 f£EIT RADEPFEME

BETHNE, KFEEFEERIT 2 AFE 1 BISERBERICIRESNSA, 2009 FFKRA
EiG->THEY . I TLEHERLGSNS 4 THBZLUTIZIRY,

1. 2008 FE.EHERT 2009 FEERFEZHCIEELEREZTOTND, FRDEL
(F. AZVETIAZRIVICE T DEEBIRHEAEICDOVNTTHS, R, EFHMER(E 2008
F£ 9 A.12009 E#HEtXa)T1- KEFEB - H F & & (Consolidated Security,
Disaster Assistance, and Continuing Appropriations Act, 2009) 1°# &R LT=, BEIZ&
2T, Efs#a4& (Departments of Defense), Bt %&£ {RFE% (Department of Homeland
Security) . R UNERE A& (Department of Veterans Affairs) D—fi& ik EMNRIILT=
MNUERYDATIZDONTIE. 2009 53 B 6 BETEEFEMBGREBTICENNDZ&IZH
ofz, PEMBREBICIH>T. MRATOTOTSLPFTEIL, 2008 FEKEIZIEZED
Nl CNEZ(T . FHRTOTSLORRIEAARELGY . FHLOATREEPREITH LT S
=OIC. R EFBZFHET HILLHRLGLALGLTLD,

2. 2008 FEMEIZIK., ERBERFEMHTIGEBORIREMERITEDONDEIIICHES =, &
A O4—(CEEZWE T S /KT EILEZE (TARP: Troubled Asset Relief Program) |
&L RIZRGIL=TE &% %% (American Recovery and Reinvestment Act, the “Stimulus
Act”) IDBEZHBDIZICRENSR T, 2009 FEFREDREE, E2ITREILIZSNT =, ZDHE
B EMESIL 2009 EEFEEEEFEIZONT, £T 2008 EELRIKEICTEHILE
RHTNS,

3. ENMBRTORLAMEKEKILEZZTT, RER (2008 F 11 BDEZE(ICBEWVTLETHEET
ZHEEFELER) L. 2009 F£ 9 A 30 BffFHD 2009 FEFHEEBZDOBRAZRELIZ. &
BICRE 1 vAZETAHLRELGE (L TRRTORR. RUMREREETOZE
EERZED)., —HAFH#EATE. 4 AdIC 2009 FERZH P EEEAREDAFEMEH
Hb, EMINIE. KADETHE T, BEMFEICEDERESEHELZHNMEN TS
5FET. 6 ¥AZETHI LIS,

10" Consolidated Security, Disaster Assistance, and Continuing Appropriations Act, 2009 (P.L. 110-329)

Page 5
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4, KEEZEL, TNIHANIBIEREFTTOBIT IO RN H>-EEEETHE. K
HMBERMNERE 2010 EEFHEEZ. FIFEY 2009 £ 2 AUAETITERTHD(EFH
BEThHo12EWVR D, Tz BRI FEEHCDRITEIEN, ZOTOREFSLICHELE
DIZL=. BRITERFEEERIL 2009 F 2 A 26 H. 2010 FEXHBFEERDEF
DHEFERLTNSY,

WAED 2009 FEFHEEE. EMRFBETERINTUVSREPH, 2009 F 2 AITHIZILE-R
K[t FEIC(X, BB EMZERT (NIH: National Institute of Health) . El 312 # R 7l
(NIST: National Institute of Standards and Technology) . #:&¥X& T (NOAA: National
Oceanic and Atmospheric Administration) . K#iiZZF & /& (NASA: National Aeronautics
and Space Administration) . £ X%} 84 (NSF: National Science Foundation) ., R U T+
JL¥—% (DOE: Department of Energy)|Zxtd 2R FEDKIFEIENEYAENT-, Bl
(SR EN=MEDF T, HERAED=HDA—/\—arE 1 -4 ZEZEARMICERLTL
3, FMTHOHMRAFEDO—&IL.IT TOTILICHTOHNELDEEZLND, CORTR R
FEOFMICOVTIER AREFICEVWTERRLI- GE. SR RKETEDON-FEHEIL, 2010
FEIZRSY . 2009 FEXRMNS 2011 FEIZM - 2 FRICHREHESNSFETHS.

LALHFSNTO—FNUE- AU —RVFKRDREL. RUCER A EEEL. ]F5
HEEHICBYAENT-, R[AKEICEICERUWUHE, UTIZRY 2 BYDHET IT R&D
PHICHEESZALERDNS:

1. -l RR]REKECE. TA—RNUR- AU 8—Ryb-H—EXDEKERZMET
SO DHBZIRHENEENTEY., VIV T EY—ERICETOH-LTIEERE
MR T HEE A LND,

2. EZIZ_NIST.DOE.NSAZ&{ . IT R&D EERFEHEICT A2 FEMNEMENDS,

11 «A New Era of Responsibility,” Office of Management & Budget, Executive Office of the President, 26

February 2009.
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RRAREKEIZ IT NEENFILIE. Ty aBHELLEEBL T, HZLEMELYVERT 54 /\7
BHEDRBLE—BLTLS, (COERBT, KERF-HMTEERMEL T John Holdren KA
BRIZEASN-CENDEMZ D, )—H. 2009 FEL 2010 EEIIWALMBFFENRAE
NTHEY ANTKFEIE, FRELGIHORBERDIAVENEZZIT TS, ZD=H. R
DEII AV TRNIERMLEZDIZEAL L. FE. HDHWNIERAIS 2 E/HOKEEIRKFT
[2&% IT R&D FEIEEDAIAEMEEBRTINBRLL>TLSHN RICERRB L EFRIAI
FEDIHANS HBGLESE. REEIMGYELSAEEREERSA TS,

2009 F£ 2 A 23 B, EH Thi#ES (X H.R.1105 &L TSN B12009 £ H F & % (Omnibus
Appropriations Act of 2009) 1Za[RLT=, CDEE(L. 2009 F£E. DFEY 2008 £F 10 AHB
2009 £ 9 AFETOHMICH--TFEEZH5THLDTHD. RERZEEIL. L THEIRTEF
MEBEEEBULIIEEREBIC. Tyl BUEN 2008 £ 2 AICIRHLE-FEERLIIKREKER
% 2009 FEFHEEERMLIZ, GO TLRFEEAZETIE. NIST. NOAA, XU DOE &L, #
FHMRICHBT5EBREANDOKRBLEFTEBENBRYAEN-, AFEEIRICEFN-HZE
BEFEDIFLEAL X, RBEEZBEREMBICHLTTH SN, ChoTOT S LICIE., BFRE
MNDERGFRIEEZVELTIER(RIRET IV IGE)NEEND,

FrEIEDEE

FNTKFERED BB OEEMABEENYDRBFRT. IRFEETOT S L HFHIC
NITRD A7 S LDFHMIH T 2HBEDZEEEET HD(E. BHARMBEENZA S, LML, F
NIKBEDFRALITHO—EHILIE. KREVPEREFOFERICHTIRMOEREEE
fiEL. Z0H LR EZES IT ARZTHMLTLSIENRZ S,

BREYRM RIS AT AKENRMOEEHICELTHLEFHE. BERFBIEOT S U4
D—BIZBYRAFN TSR, FRADMTHNATASBHEIL. L AHMMEHORES,N DEH
HXMERITT D4 —T A 8—2vbDEEREHRAL, AR - BERORBATO—K/N\Y
R-RyhD—BBEAEXHL TS, £1-. AT 10 ElTh-5EMERAETEDEE, X
RFITBHAARA=F7FIOE. 2L TR MRS REARL IR E SKBHFOER
REEMET BEI2KY . RKEDOHESE DB EEFUMTTNS,

12 The Agenda: Technology, Office of the President, 2009
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ANTKFEDRAATOREBZLGBHEAZTODRIZE., WO DREFERMBEERLEFENT
Y. AREBFERAMERELTIE EHRORIEFEZA S, EAMICIE., FFE 12 A, X#ERH
ENRFSANTRIE. /—RIVEZEETHASSteven ChURZIRIILF—REICHERT S
BEEZBALNIILIZE, EBIT, N—N—FRZDELHIZTHSHIohn Holdren Kz Tl F R &
BRI E (OSTP: Office Science and Technology Policy) ®KIZ. ZLTRIEFED
Jane Lubchenco Kk # X [E i /¥ X & JT (NOAA: National Oceanic and Atmospheric
Administration) REICBAZIEMNDEMA S, CNODHEKRICHI-UVA /T KEFHEIE. [RE
ELTHDEADEHRL BRELTOEADEFL)TALEERIZEST, BERIESH, HADTLY
BWEEEBRLGREFE-TLS, HEZ. BURAOREBEZRBLT SN L (FIR) BFEL
BIABICB T HRN)—F—ELTDTAHDIIBERYRT=OIZEHT R PERART
W3,

ANIBHEITFEz NASA (TR THEELMCERLTHY . EAFERITEAEBLIEZSH
LIzdv aBHEDA#HZEREL. RIERREZXIET H-HOLL T HBREZTOISLADE
ENBEEEOTAREEIMAZ D, COFEEEZITTH. Michael Griffin KEI(X 1 B 20 HIZ,
FRAMEERBL TS,

ANTRHIBIC LD BEMEE TR, B - HTHEFIC 499 BERLOFENHEENEY, £
D>/ ARITT7D 300 ERILIE. TRILF—NREBERBELGIRILT—ITHLTED . &Y
DIFEAE &, TREES % (America COMPETES Act) ® IORBICEIL-F THEREN S,
=R FEX. NIST, NOAA, NASA, NSF, DOE, ZLTNIHIZX 3 2R FEXIEMSE T
W5, ITREEDTOVSLELTHIZERSNIZLODHRIZIE, TA—RNUR- Ry —F2 5
RA—N—aVEa1—Ta 7 K&k BEAMEIRILY— RUERITHAEEND,

¥ The Guardian, Sunday December 21, 2008

14 R&D Funding Components of the American Recovery & Reinvestment Act of 2009, Alliance for Science
and Technology Research in America, February 2009

> America COMPETES Act, P.L. 110-69, August 2007
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BEITNIE. ChoMBDTIoav(E, ATBHELLLEL T, HBUEA R 2R RFAR S B
RWTFBLTWAIEEZTELTLND, EYDITRIZZRIT D EFIC 499 BERLZEIATH RSN
HEE, TBAEDRMZERI-E 23D THD, 3 A 6 BLURISEHERN 2000 FETFESE
BehiiEl. REIMIC 2010 FEFHEICET2FZVRIENIL EIMBATBIRBRE. 52 1T Bt
ROFRBRFISHIZEKELTLDEDERDN S,

EHRE&D BPE DB LHIAEHTE 2009 FEEGEH FE (R MEZHTET)

1976~2009 FEDEFH R&D FEIZH(THLAMERZR 1 12779, 2000 FEFTEEFEHE
DRFERBAALRIN TSI LMD, FEILEEIL 2008 F£EM D 2009 FEITHITTITIFHE
WUELE>TND, A KEIZKS>T R&D FEMLEEL 15%EEEMTHEHETEINDH.
1IZZFDOFEIERBEINTLVELY,

B 1:1976~2009 £ EHMRIDFH KRS

Trends in Federal R&D, FY 1976-2009 (as of 9/08) *

in billions of constant FY 2008 dollars

140
120 4 —a—TOTAL R&D
100
. development
80
60 |
= research
40 4
20 1 s facilities
D L.
w0 o <t [==] o~ (1] (=] <t =]
I~ w [o=] w0 [=}] f==] (=] (=]
(=21 (-2 (=21 [=2] (=21 [=2] (=] [=1 (=1
- - - - - - ~ ~ ~

Source: AAAS analyses of R&D in annual AAAS R&D reports. *FY
2009 figures are AAAS estimates of R&D in the FY 2009 omnibus /
continuing reselution. R&D includes conduct of R&D and R&D
faciliies. Data to 1984 are obligations from the NSF Federal Funds
survey. GDP figures are from OMB, Budget of the U.S. Government

MV AAAS
SEPT. '08 REVISED © 2008 AAAS

/14 AAAS, September, 2008

% Trends in Federal R&D, FY 1976-2009, AAAS, September 2008
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2 [F. AR KERIMLUADRAXFHAERBERNRET 58 R&D FEDHBERLIZE
DTHD, PEMTREBLEZRITT. FEAEDHEIT 2000 FEFEISATEE M A LEHOTIND,

K 2:1976~2009 £ 4R EHRAD T E B

Trends in Research by Agency, FY 1976-2009 (as of 9/08) *

in billions of constant FY 2008 dollars

60 }-- S
50 1 e ENIH
ENSF
40 4 S ——
mDoD
o I —— EDOE
20 ONASA
o HUSDA
0 OAIl Other
A o U U oL
~ ~ =] 0 0 o [=2] [=2] [=2] [=2] [=2] o o O o o
=21 (=2} [=2] o o D d =21 (=2] =2] (=2 (-2 o 9O O 9 o
rrrrrrrrrrrr A 8 8 N o

Source: AAAS analyses of R&D in annual AAAS RE&D reports.
* FY 2009 figures are AAAS estimates of R&D in the FY 2009 omnibus /
continuing resolution. Research includes basic research and applied

research. 1976-1994 figures are NSF data on obligations in the Federal m A
Funds survey.

SEPT. '08 REVISED © 2008 AAAS

M AAAS, January 8, 2008

LAL. thExtR%E R&D EMMEASKICILIFAE, MSWVENLE ZENENVLENST
<%, & 3 (&, #EFAIIC R&D FHREDEEDHEE (%) ZRLI-LDTHS, 2009 FERKH
FEAFEELT= DHS, B&E A& (Department of Veterans Affairs) . ZL CEBHRE
(Department of Defense) Tld, R&D FEMNKIBICEMLI=CENT IS, TEMETRE
T, —BEREHFPEDHERXRELTLNDIH ., EBMFEEIY B TEZ(T= NIH £ DOE 5&
DHERE(E. 2008 FEE LYELDENVFE T 2009 EEZEDZ TS,

7 Trends in Federal R&D, FY 1976-2009, AAAS, September 2008
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2009 EEFTEMGEREBO T EHRHAT R&D R—hI74) DT EHZEIL 1,473 ERILIZEL.
BIEEMND 29 BERIILDOEMMEL->TNS, NS IEIFIXE T, DoD R&D FE D KIGEZEIZ &
5LDTH5,

B 3:2009 £ AF#EEREHNR&DFTE

FY 2009 R&D Appropriations in the 2009 CR
Percent Change from FY 2008 (as of SEPT. '08)
DHS
VA
DOD "s&T"
DOD weapons
USDA
DOE defense
DOE energy
DOT
EPA
NIST
NOAA
USGS
NSF
NASA
NIH
DOE Science
-5% 0% 5% 10%
Source: AAAS estimates of R&D in the FY 2009 omnibus / continuing resclution
Only DOD, VA, and DHS have final FY 2009 appropriations. The remaining agencies are funded
temporarily through March & under the continuing resolution.
DOD "S&T" = DOD R&D in "6.1" through "6.3" categories plus medical research.
SEPT. '08 REVISED © 2008 AAAS m‘ AAAS

M AAAS, January 8, 2008

2008 FEBHEFEOHEAS T OMIC, MENBSILDERLAREEDOND RDEY
2aVTE, PERESZHRETHEEDIT. 2009 FEFEBRBRRBICEVTERSINDIIENT
BENPEHRMLGHMEINE v IZERY LTS,

18 U.S. Federal Spending by Agency, FY2009, AAAS, September 2008.
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HAN—EF2)T4EELVIT R&D BRAFE 2009 £ 3 A

2009 EEBREFRERIZE T SHEFEF AT

KFERRICEADDET, Ty amiBHENERLI-REEIN2009 FERADFHEELEIE(FY
2009 Administration Research and Development Budget Priorities) I, K P HEEIZE L
THRADAAMEICEEE5ZTLNDY, AN KL, BRIRAZIFEZEDTNDIEND,
KEFREFEDEITEFTENTHELTAIEATEINSG, TNUNTIE. EHO A THEMN
BIOTSLDEIEHREREBILELG TN, BAETOATSLDOBFZUTIRT :

> EBERYRT—F 7 EHREHT (Advanced Networking and Information Technology)
> BT RLFRELERPE (Homeland Security and National Defense)

> IRILFX—ERIEZEEIFRT (Energy and Climate Change Technology)

> BRF/T49/80—4=F7F 7 (NNI: National Nanotechnology Initiative)

> fEiERE R MAZEA (Understanding Complex Biological Systems)

> SUEZEIZE ST IREE (Environment Including Climate Change)

LUTDEYLavTlE . BHFEDOTRK.IT R&D 28O BAFEA D FICH T 2T EHRLIE. R
NITRD a5 SLDFEHIZDWTHRREIEET S,

2009 FEEEHT R&D BPEDIMT

FEBFRBNALREN, SOICE[AREDEENTERALGRKREEET H5L.2009 £F
D=IEHITER IT R&D FHEHRTLDIFEHLLY, & 1 (X, DoD M 2009 FEFZHFE. &
UFERBRETICHAIMBEDEEFEEZA—XIZ. R REMILLUATOFEEHE 5
[SRLI-EDTHS, FTHEEERNHLIEM L. BHEEHETHETH D,

1% FY 2009 Administration Research and Development Budget Priorities, op.cit
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£ 1:2008~2009 £ H#BARINITRDPE?

NITRD SmsE 2008 £ | 2009 F£F | BRE
#E #E (%)
(100 ZF/L) | (100 ZFL)

E s #4& (Defense) 1,267 1,242 -2
2K F 2B H (National Science Foundation) 931 931 0
F1t =181t 4 (Health and Human Services) 556 556 0
IRIL¥E—% (Energy) 436 436 0
754 (Commerce) 85 85 0
KM Z2FH 5 (National Aeronautics and Space Administration) 86 86 0
1215 {2 T (Environmental Protection Agency) 6 6 0
[E 312 X Z£E (National Archives and Records Administration) 5 5 0
aat 3,372 3,347 -1

/M4 : President’'s FY 2009 Budget Request, February 2008 and FY 2009 Continuing Resol ution, September

2008

NITRD 2008 fEEFEHL 2007 EEFTE (HEES A1)

NITRD 7OSSAIZEWTIE, HE#ESFFTOSS L -avR—R2 k-7 (PCA: Program
Component Areas ) &FEIEN S, PCA LALD 2009 EEFEEHSEEICEATIT—2IE. 2
S TLVEL, LAL.NITRD EIRFAEEHE (National Coordination Office) B &L 1=
2008 FER U 2009 FEKXKMEFEERICEEH INT= 2007 FER U 2008 FED PCA 7l
FEARISIE. TOERO—IHEER RS EAHES, F1-. 2008 FEFHIL, 2009 F
EFELFEFRETHLIEEALND (RR[RMKEBILLUAN . & 2 [X.2007 £FERU 2008

FEDFEMELREE. BRELELEBITRLELDTH S,

0 Ppresident’s FY 2009 Budget Request, Analytical Perspectives, February 2008
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HAN—tF21)T4ELU T R&D ERAE

2009 £ 3 A

3% 2:2007~2008 £ EPCABINITRD T & (#5E)

PCA 2007 #E& | 2008 £& | HEE
#E #E (%)
(100 ZFA) | (100 BFL)

NAIUR-AVE2A—TFAY A2 TS5ET T r—>av (HEC 971.2 1044.1 7.5
I&A: High End Computing Infrastructure & Applications)
NATUR-aVEa1—T42%9 R&D 279.7 450.4 61.0
(HEC R&D: High End Computing Research & Development)
YA N—tF2) T4 LIERREE 212.6 268.7 | 26.4
(CSIA: Cyber Security & Information Assurance)
Ea—<r-avEa—%-A40850 a3  LERER 784.0 798.5 1.8
(HCI & IM: Human-Computer Interaction & Information
Management)
KPR YNT—F T 384.6 462.4 | 20.2
(LSN: Large Scale Networking)
INAAVTATIOR I ITNIIT EVRT s 149.4 124.8 | -16.5
(HCSS: High Confidence Software & Systems)
ITICEEY 21t =-BF-FHEBNRHE 113.6 118.7 4.5
(SEW: Social, Economic, & Workforce Implications of IT)
VIO T T RETEEEL 71.9 73.3 1.9
(SDP: Software Design & Productivity)

a5t 2967.0 33409 | 126

/1144 President’s FY 2008 and FY 2009 Budget Requests

HEC 1&A PCA FEIEE(Z. NSF, DoD, DOE, NASA 25 A THBEIZEK D, RART—IL K
VZEDMKREIVEL—RFED-HTHD MIZH,. VAT LOEBRVBEDF=HDY I+
DIFRHAE. RUKRBE A E1—RCETE237T)r—a HEBEOREHIZFEIT RSN

R

! Networking and Information Technology Research and Development: FY 2008 Supplement to the

President’s FY 2008 Budget, op. cit.
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HEC R&D [ . NA TR -OVEa—TA2 T T—FTIOF v . N—F0x7 RUVILITTH
HEPEEEMELTNS, RFEEDOFEIL. NSF. DoD. ZLT NIH (X3 5 FEiE5EE RAL.
61l%MELERIBICHELIz, CNODEEE(E. TERBFNAIUR -2V Ea—TqVF i HE
(Federal Plan for High-End Computing) JIZ#&1T5ER%E%2 (. R EEICEITAMEEFILITE
THENHLIEDRHICEZ-2DTHS, BEEEICIK. AVEL—5-LRTL-TAMAT,
T—XToF %, TOTSI05  RERS—)L- AV E1a—F4 T 2B 1T5EB. RUEFaLE
A—TAVITNEFENS,

CISA IZIE. ¥ a7 REE. RUAVE 21— P RTLERYNT—VIZHEITHEBEHERED
F=OIBEBELSNLGBEMABRNEEND AEHDOFEL. £IZ DoD & NIST OFHIBZED
R, 26% & KIBICIERE SN, BEBEB X, KYEF 7Ry T —HLavEa—42-7—F
TOFx VIO TRE, R T—IBB. TSAN—1HETH S,

LSN (& 20% R ZEERLI=A. ThIFEIZ, BERU TR Ry R T—F U AR ETIE
95 DARPA IEFENDIEZEZ RILLI-LDTH 5, BHRIEBHELTIHMBIZ. FAFIVIHRY
ro—o&. ZRYRT—9-FRAM YRR ZEIF 5N 5,

R 2 [CHONDHLBRM/NSLEELIE. KIEBEFELZCEVTRBSN TS,
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NITRD 2008 FEFHL 2007 &£ E & (HBI5I)
> Ep## (DoD: Department of Defense)

DoD (&, MBEE R RIS AT L (Army’s Future Combat Systems) 142, I3 DoD -y kdly
Rl EE7R—~241)#4 (DoD-wide Net-Centric Capability Portfolio) 172E DT RS S L %@L,
B, hZ EMMES (a force multiplier) ELTIT #(FA5ILTLS, DoD D RyhT—o(HiE4E,
REROTOTICRESN Y — =D RRHGHAN—RAZHE ICHYZTTEY., Y4
N—tX2)T4(E5%,DoD IZEWTEEICEELGRBLLEOTINS, ThEZITT DoD (&,
FIZ DARPA ZBL. Y AN—tFa) TR HICEREREZTEO>TN S, BFTIE, 52
BN DL THZRNESNDIEER—IDTOVTIMIx L. DAPRA BRI HA/A\—t %2
)74 R&D FHEEEHDIHTE-, TOHER. KEOHERBAA KIBIZHIEES . HIE S DE
H—EBHY NSF FHD BN N HIET D EHE>TLVS, DARPA (&, ENSILEMAZXIET S
=& EBRRUVTE R0 - 2yb T —F D T EMRRICHLEEZRHL TS, 2008 FEIF.
DARPA DIEAEMHIVEa—T42 % L AT L (HPCS: High Productivity Computing
Systems) A =7 F T IDFRETHH 1=, HPCS Tl NSF 4> DOE ZIELHET ATt
BB AL RERT—IL- D RATLDEBEAZBIEL -, £f-. BMREIVEL—2ERIER
(HPCMO: High Performance Computer Modernization Office)Z&L . DoD [£&l% - Tt
RITHFT IRV E1—2BEMRZEIEL TS, 2008 FEIZIF. HPCMO [EIhin
VAT LD—EETYTIL—KLTUVS, NSA (&, BoDERMGE=—XEiE =3 1=HIZ, /\
AIUR-OVEL—FBFKLEZOM IT ZFEBRIZZFHFLTLVS, DoD O 2008 £ E NITRD 70
TS5 LEFEIX, 12 {8 5,000 BRILEHEHSTLND,

> If/L+—% (Department of Energy)

IRILX—EFZRE (SC: Office of Science) [&. FITEERZEI E1—T1 %K (ASCR:
Advanced Scientific Computing Research) % &L, IT R&D A H TEELEEZE-TLVS,
BERERZIIaL—av DX E#ERTHY . DOE SMOMBLEEL. HEICHEITEHIS
AL—Lar A ADHEZRI DTS, SC FEHORM PV ELA—T10 T 8 —& ES v
bT—2- Ry T —0FEEL TS, A — Vv PEIMEMTIL. JL A (Cray) E#ED)—
B —9 T2 XT L (Leadership system) A, #HifFSh TLV=R4270v7 (petaFLOPS) 7K #
ERFEZER LTz, SC IEZD—IREL T, DARPA M HPCS 704 S L LEEARHEE LTINS,
ASCR ¥, EEGISARF LIV E2—4RETOIILEXELTEY. 512 JYyk-avE
A—TAVTEF DM T—ARENBR T TV —23 R ZB=HDRYNT—F DT RAEETo
TW%,
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2008 £ EIZl. DOE DI+ JLX—/F (Offices of Nuclear Energy) RUMEBIRILT—F
(Offices of Fossil Energy) ', ZIZRFIFEALBRB AT LIZEAT SH3aL—2a EED
1=IZ.NITRD A% 5 LIZSMLT-, DOE/SE. DOE/NE, XU DOE/FS M 2008 £EF&
(X, A5t 48 760 BRILTH 5B,

DOE DERZXLEMER (NNSA: National Nuclear Security Administration) [&. % 0;EE)
DIFEAEDEBERNTHLD . IT R&D HICHFTEIEBELRTLAVY—THD, LLVSDE, #
EERSEE L &% (Comprehensive Test Ban Treaty) D#ER. 031 —2av(d, %R
FEEZHRBITILODEEY—ILENSTHDS, BRIV E2—TFT1V T REA=STFT
(ASCI: Accelerated Strategic Computing Initiative) (%, #%RE%. W KGHETESHRZ S
EVWSBEIREEBIF TS, ASCI EZDERMTOTSLTHABESIaL—YavéavEa—T
1>% (Advanced Simulation and Computing) Jl&. IBM ZIZL&. SGI. HP ELvof=1%(ICE
SFERHL ERARBIVEL—FRAKEZELTLD, ChoDEEIE. YMEFEIIaL—2 3
VIZpBEELD 3D I—FORARZERET. EREVINIIT-TOCIIMIZZLN TS,
SH.HERTRLEIANEVESNEIR—/A—aVEa—4%I1F. 1105 R47AY TR
(petaFLOPS) O M EE hEFH T . O X - 7S EXE LW AT (Los Alamos National
Laboratory) IR ES1=-IO—KS>F—(Roadrunner) I AT LTH D, BERENZ &I, 2
DaVE1—A(E, E£IZ Sony DTLART— 3> (Play Station) 24 b IBM/Sony D)L
(Cel) TAtEyH—L BMGER—/A\—aVEa—2RAIITT7Aat2y Y —THS AMD OFFTH
> (Opteron) 7AtyH—E &A= DEL-TULVS, DOE/NNSA FHEIE 2,830 ARILER
2TLV%,
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> £XRF/FE/HF (NSF: National Science Foundation)

NSFIE. BRFFATRANDORLZANZITIOT S LDO—DFXIELTS, TOHRERRIL.
NATUR-AVEa—Ta42 T N—FOxF7EV TR I THREIZIILEY . EHDO/NATUR-O
VEA—TAVT I A—DERY, RNV E 1 —ARFLOVE AT ERE. HEIE
SEHTOITHRICET SLEEHEIZES, 2008 F. NSFIXMHA/N\—H T4 RAH/\)—EA
JR—32 4= 7F T (CDI: Cyber-enabled Discovery and Innovation Initiative) 1B &
LTz NSFRATRYHEEL TOOI/MTHY  EEFHIT 4,790 BRILT. M5 4 ERICE
FRBEOEBENRAEN TS, COIL, FEICLE, A OBFLWLRBEEIBFTEY?. %
DEIE, RICEBD I TH>THREDIZE KRG EEE RIT T AIREMEMNH S, 2008 FIZ[E, T
2 —KZ (University of Tennessee) &A1)/ 4 K% (University of lllinois) IZH(T4HBXRE Y
Ea—%2- 2 XATLHARICEIBLIz, TRY—KREFICHLTIE, A=V Yy P ELHERT UK S
NBRIRT— )VBA—/—aVE1—3DEFEL 5 FRDERFELLT. 6,500 HFILEH
HLtz 1/ AKRZF, IBMOBBELIZREAR T —)LFIVE1—2(ITxL. 2 & 800 ARIIL®D
B E G LT, 2008 FE (L, NSFIZHEENI-NITRDFHEIF 9 {8 3,150 BF/LI=of=,

> EUFEERREHEME NIST: National Institute of Standards and Technology.)

NISTTIE., EIZ 2 DOMERFMIT REDIZEEL TS, ZD550—2 ITHZERT (ITL:
Information Technology Laboratory) [&. $% St ERFEZ(ELH. AV E1—2-EFa )T 1.
VI T7EHEEEHR. EERVENTI—F T  BRT VR ZLTHE IZLED N F
[ZHF5TAT I LERALTLNS, NISTIZEE, Y4/ \—tF2)T/ICET 5 R EHBAFE
ERBORFE. A, HEFITBVT, EELGREZE-TWS, HEE. EEEHEDLEFR
BUFHEZRMRIC. ChoFEADENNERTEDOON TS L5—FDEREFIEMH
%2t (EEEL: Electronics and Electrical Engineering Laboratory) Tl&. ¥4/RQILYtA=SH
A ATRILIMOZHR FEEK ZLTCEHRSZZEL . BEITHBEARCES T HEMD
HEAITHNITLNS, 2008 EEDONISTONITRDFH (L 6,200 HRIILTH 1=,

%2 Fact Sheet: Cyber-enabled Discovery and Innovation, NSF, February 2007
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1.2 2009 4£EIT R&D FEIEM

FEMBRABOMREINIEFZITT, 2008 FEMNS 2009 FETIL.IT FENPTOTS LA
[ZIE, [FEAEZIED G oz RRRREDNKIZLIZCET.IT FEIIKIBICEBERESN DA,
BATLRETHA MG EZER. RETHHMEL TEETER T ONT- 90 BRI ERRBT S
FTIE. EERDOFENKSIZHEEINERNBDZEIETERLY, EEERIL. &K 10 ERILISE
THAREMENH D,

EMERIE. KMBEEZEOHERELHFOM. PEMRRRBEZHILIE T 2009 FEFEADX
EELET=, TORRER. FEAEDTRISLDFEIL, LA<ES 2009 £ 3 AFETIE 2008
FEEKEIZRAEMIMDS, KENEEIZENZ LS EW ST, 2007 EXEFHEFEP.L
110-69) DFEEFEKRICTH T HREN . MIBERVEDRR-2Za=T D HIZHBITEHEMH
HoF . EHMERT 2010 FEFEET.RED [CDOVWTEEMITHIXFbECILNEAH DN
%,

SR % (Economic Stimulus)

BREODRRGTEILL 2008 EMICES-EMTIZAAIRIE L. Ty gl K#HHE. ZLTAHN

T ARMABITHL., 1 KFILEBASRBEORMEMLGIERVEZREHILIEEDIREEZMELV:

EEWVNZD, CHDEREODBEFELLTEFEINSION, REEMEBEESZTEBBLE-ERMKRETHDS

2009 &KX EH 4 - B &£ (American Recovery and Reinvestment Act of 2009) % 1 T#H 5.
ELEIEERBRICEOTHAREN, A/NTKH#MEM 2009 F 2 A 12 AIZEBLTHIILZ. X

HPHEILHEE 7,800 EFILTHY . TOKXRFENSE 2 FREITHHEII D,

EHMERD R&D ITHTHRMEBEEMET HICIE. BiED R&D KIEEZAMITILELHDL. &
NTHESRVDIF ANTRFENBRIRZIFERLSEZNLEICHEALL T HMREED
FALERREIRL-DE. ETHEEN S ERRES 3 AT oE0VORTHS, 2FY. &
HEEORMB I REMCEREIRBEORBIETHNELNZ D, £FRIE. # 5,000
BRILRAEDRBRERES. BEICKI>TILEMT/MEDOM B HICKSBEFELELZHIELTL
=5

22 American Recovery and Reinvestment Act of 2009, Wikipedia, 2009
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BLIEICEYVIAENT-RADFEHREIL. TOEREZMET INIEL>TEL D, FIEIZOVTSH
WLtz 2 BOIEHICET 2MEL. PERBEETNEN 499 ERILYE 215 BRLPEREL
TW%, BEICKELENHDDIL, BIFEICIE 266 ERILEBEOIRILF—EMHTOISLT
ENEENTVEHNSLTHD, £z MBI HI(E, #BEIZ&koTIE 2009 F£EL 2010 FEICF
BB TITHONDFET. PESSITEMICTIERELO TS,

= 3 I BEAFURELGERZEIC. SRAKREICBYAEIN-MRFEDOHERIEIT F
FITROHL)ZF, (£ R&D EEH#ETEAZONITRD OS5 S LS MEECEICRLEEEDT
H5,

=3 BERAEERICRYAEN-HAEFENITRD 755 LS MEERA)

e 100 BRI
[E 37 AZ#E R & Fi fiT B3 (National Institute for Standards and Technology) 600
K MZEFH B (National Aeronautics and Space Administration) 1,002
&K% =B+ H (National Science Foundation) 3,502
IRIILFX—ERZE (Department of Energy, Office of Science) 2,000
[E 37 B AW ZE R (National Institutes of Health) 10,000
&5t 17,104

i #: American Recovery & Reinvestment Act of 2009

K 3 ITRLI-EHEDIH.IT ARFELTZHET S0, HEFRTERATRETH S, LHL.
ERHAEFEIZEDHS IT R&D HAEDENEN 10%EH T NLERBRETHELILEEETL
(£, PEMERBOEDHMAUINE T FTEN 10 ERLLU EBEEEIWSETREMIXARL
[2HD. CNIZEDHRED IT FHILZEE X ZHABAMF R&D BEAEBICIE. RIEETUVY.
BEAREIRILTF— EEIT. RUBERVNI—FUITNEEND,

24 R&D Funding Components of the American Recovery & Reinvestment Act of 2009, Alliance for Science
& Technology Research in America, February 14, 2009

% AAAS Analysis of R&D in FY 2009 Stimulus Appropriations, American Association of Arts and Sciences,
February 12, 2009

Page 20


http://www.usinnovation.org/files/ARRAFinal21309.pdf
http://www.aaas.org/spp/rd/stim09ctb.pdf

HAN—tF21)T4ELU T R&D ERAE

2009 £ 3 A

NOLBAEFEOFEERFI. SRR EEICEITHAIHZ - RITREFRICE - TRENATLS,
RAIENOFRHEEEETRLI-LDTHD, BH. K 4 [TRTREICE, KR 3 TRLE-EE

NEFEND.

R 4 RARAFEICBYAEN-HZ-BITHE TR ER)

#e 100 HF/L

*EEREETHEHRIT (National Telecommunications and Information Administration) 5,350
[E 3L A2 #E R & Bl F5E (National Institute of Standards and Technology) 600
K EE XS B (National Oceanographic & Atmospheric Administration) 836
KAZEFH S (National Aeronautics and Space Administration) 1,002
£ X% 2Bt H (National Science Foundation) 3,502
IRILF—E: TRIILX—TO45 5L (Department of Energy: Energy Programs) 26,583
IRILF—4: #2T045 5L (Department of Energy: Science Programs) 2,000
R aELE (B EHERIA) 10,000
(Health and Human Services, National Institutes of Health)

pe 49,873

/14 FY 2009 Economic Stimulus Package

[2009 £ % H % &% (Omnibus Appropriations Act of 2009) I TIX. R EEDRRESN
M- RZHEITHLTE, PEEEZRELTLSD LML, CCTELINLEES D5, LY

<HAVIT R&D [ZREESNAHM T DD BEL,
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F 5:2009 £ E B2 - 5P EE —EREE (B3R
#a 100 BRI
E| LA #E R B AiTBE (National Institute of Standards and Technology) $819
*EiE ¥ KB (National Oceanographic & Atmospheric Administration) 469
K ZEFH B (National Aeronautics and Space Administration) 385
£ X # 2 8H (National Science Foundation) 363
IRILF—4E: ®PT045S L (Department of Energy: Science Programs) 755
Rt mEid (B AR 938
(Health and Human Services, National Institutes of Health)
A&t $3729.00

/11#: House Committee on Appropriations
. 2008 EEFEAKEICH T EIELES (F)EFT

RAMEETEDONIBESLRETHE B RD 2009 FEFHEETIEL NITRD #ES
[Zx9 % R&D FPEELT.MIS 2 FERMICHE<ESD 208 BRIV OBENEESNSD (X 3.5

),
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1.3 ITR&DIZHTHEHRBEDHZE

IT R&D IZETHERBRDEZ AT UTICEFS 5 DORAIUMIENTEDENAS. F
T FEICIE, TEMRELTREREFEZTEDONHRARLIFOZINEENTEY. £
NICITRTBHELS R LT, DOE HICHHREIN-EFRERETER — T/ F—(ARPAE:
Advanced Research Projects Agency — Energy) IZx19 % 4 EFILOMELEEN D B,
KREBEIRILT—EOREDL,. TS5T1 NATYREMOEFNICBHELRE MR L. T
FILE—FADEEZSDHIMEICHL. ZEOESIIRMIND, F=IC. [RIEZEDEMREIC
BHDH FICCOEBEOHARIZHLFENSERIND, FEAIC. ERARANEFENET
bNd, BIZAIE AEROBHEILICTOENEEZRA TS NEFHEEMBELBEOAMME
ELZE) OOMEICIE. BEEIAZA=T4HLDRAIZEMIDHLT . KEFHEHEERITTLVS,
FRIC. TA—FNUR- RN T —VBREERYNT—D - T—FTOFvHARICHL. £ 50 EF
ILNDBEEEN S, FBRIZ.NASA ~DFENEIL. IEHAEDORIELEZEEL. ZORDYIZE
AFHEFEEEVLINASADINFETOEMDELEEEZ TITAAREREZIFELTLS,

FEDFEAERF. ERUANILTHASNTEY, FHEIERHERITHL . ERILG T HEE
EZ 90 HUAICRHETIDELHD. D= . BHRATIT FPEZHETIDIXERHETHS,
LAl R—=N—avEa—4REFELE I TITEBHOoNTEY, TA—FNUK- YT =0
REEEITZEL. VO DEFEERICEVWTHRAEDONDZEITHEDERDNS,

R&D FitiEft (R&D Tax Credit): 2007 EXRIZL\>1-AHARUINE DX - R&D R EIZXHT S
FR&EHERR (X, 2008 & 10 AI=M2008 # B E & F % T 1t i (Emergency Economic
Stabilization Act of 2008, H.R.1424) | hVEFER TRIRENDE T, BIRFVDITEZTAFTFNT
LWV =, REICEST. 2008 £ 1 A 1 BAD 2009 £ 12 A 31 BE T, R&D FEMN#-TE
AFEEND, @& (P.L.110-343) (£ 2008 £ 10 A 3 H. Fv a XKBEMNELKLTHIILT -,

EIHELRICEHFEEBT RADEETL 17— E

RFERIE 2008 FEZEIZHWT, L THERICEITHXE N5RIEICHKIILTz, TERTIX. {7
D 178 BEITHL. RERIT 255 BEEZESFL. BF BEBEEZARECLES-GRE 2 BHZE
ELE-TWD), —A. LIRIFRER 56 BE. HMR 41 BFE. BRME 2 BR (REXRFY).
TR 1 BELEOTWNS, LIRDEBEFEHICELTIE., ERICIEELTEILR. BOHTEET
Hd,ELODIE, LEIRORERBERIT. ERMEZEOLETH. BRITHUVICRELIND

Page 23



HAN—EF2)T4EELVIT R&D BRAFE 2009 £ 3 A

60 ZN“KB % (super majority)"[Z 1 ZELEMNELNSTH D, KO T RICEMEEZEELE
BERFMEZHRLNE. RERDEERILIFALESINDS,

BE2HUOERT. RS[IMREDARICLLERARTHo =, RRICIE. EHEOHBRNRE
REANFRAIBHEEICOVTZBLI-CERENTEL, HMRERBIRES 3 BV EHESL
‘L. KIZIZSE D=,

% 110 HBEMGE 111 HIBRICHTT. ZERAVN—IZEDLTNGEANBDLY A H 1=,
BT RIVEELERII. EELZERSD—DOTHATRIRILT— FHEZE SR (House
Energy and Commerce Committee) (235U T, John Dingell Z& (RER. ST IMER) A,
RERDEZSF Henry Waxman ZB (RER. W) I74IIL=7IEL) IZBIELI-CETH S,
TBefl 2T & B & (House Science and Technology Committee) Tl 2008 FEIZ5[:BL 1=
Sherman Boehlert & (MR, Z2—3—VM:EWH) DEEFLLTEERICHEL: Bart
Gordon EBE (RE R, TRI—MEL) (T3t H5FMA. AIEF LA (CIERZHEILLTLVEL,

—A.BZEZELSCEERBIL. EHRBAF R&D FHEEHRLTINDLOD., KEDHE N
EA/R—=230 D=ODEDAVEREERTICEVLWTIE. EQ—F -y TE#HREBELTLNAEL
EVEL, RISRTRIZ.HED IT R&D AHFICEWT)—F—MLGIBICHIERE. TD
FIREES-/INEESR. BERMEE. ZLT 2010 EHMEE~DHEEEEZFTLOHLDTHD,
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LB

F—FLAt—

Daniel K. Inouye
(RER—/\TAM)
Z A & (Chairman)

Thad Cochran

(FEARE -2 vE M)

Sox 4 A 8—(Ranking
Member)

Barbara Mikulski

(RERE—AJ—=F2FM)
FEB K (Chairman)

Richard Shelby
(HFT—TZ/37M)

Sox 4 A2 8—(Ranking
Member)

John D. (Jay) Rockefeller, IV

(HFE—9TXRNN—SZT79)

Z# B & (Chairman)

Kay Bailey Hutchison
(FHFE—TFHZM)

Sox 24 - A2 8—(Ranking
Member)

Bill Nelson

(BRER—78UF M)
Z# B & (Chairman)

ZFAR

RHEER
(Appropriations)

BREHEER
(Appropriations)

RHEER
(Appropriations) — &%+
A& - Bl - B RUBEER
B/NEES (Commerce,
Justice, Science, and
Related Agencies))

RHEER
(Appropriations) — &%+
& Bl - B RUBEER
B/NEES (Commerce,
Justice, Science, and
Related Agencies)

BEERF-EMmEESR
(Commerce Science,
and Transportation)

EEHFE-EMZTER
(Commerce Science,
and Transportation)

EERZ - Ell
(Commerce Science,
and Transportation) — =
B MZEFE. EERZN
F B = (Space,
Aeronautics, and Related
Sciences)

%6 United States Senate Elections, 2010, Wikipedia, 2009

2010 £ 11 AL

ol

nw

nw

TICfES KA AT
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F—FLAt—

David Vitter

(B —ILATTFIM)
Sox 24 - A2 8—(Ranking
Member)

John Kerry

(REE—IHFa—tvIiil)
FEB K (Chairman)

John Ensign

(FEFDF — /T )
Sox 4 A 8—(Ranking
Member)

David Obey

TR (REg—azavLum)

ZEA R (Chairman)

Jerry Lewis
(HME—HVTHIL=T M)
Svx2 4 A2 8—(Ranking
Member)
Alan Mollohan

(RER—ITRMA=DZ79)
ZBE(Chairman)

ZFAR

BEER - Ell =
(Commerce Science,

and Transportation) — =

B MZEFE. EERZN

£ B4 (Space,

Aeronautics, and Related
Sciences)

EERE - E i3

(Commerce Science,
and Transportation) — %}
FRAT- A/ R—2avih
Z B<(Science,
Technology, and
Innovation)

GEZESeL) £
(Commerce Science,

and Transportation) — %}
FRAT- A/ R—2avih

% B &(Science,
Technology, and

Innovation)

BREEER =]
(Appropriations)

mHEER 2]
(Appropriations)

mEEER F

(Appropriations) — % -
&Rl - B L UEER
BE/hNEES (Commerce,
Justice, Science, and
Related Agencies)
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F—FLAt—

Frank R. Wolf

(TR —/N—DZ7 )
Sox 24 - A2 8—(Ranking
Member)

Henry A. Waxman

(REZ.H)TAHIL=T M)
FEB K (Chairman)

Joe Barton

(HFT, TFH M)

Sox 4 A2 8—(Ranking
Member)

Edward Markey

(BEE.IUFa—tyYH)
FEB K (Chairman)

Vacant
S %4 - 23— (Ranking
Member)

Bart Gordon

(RER.TR—M)
ZBE(Chairman)

Ralph Hall

(HF5. THRH M)
Sox24 A2 8—(Ranking
Member)

ZRA=x

REEER
(Appropriations) — B %+
Bl -FZ2 - B RUEER
B/NEES (Commerce,
Justice, Science, and
Related Agencies)

IRILF—BEZER
(Energy and Commerce)

IRLF—BEZER
(Energy and Commerce)

IRLF—BEEEREESR
(Energy and Commerce)
—O3a=45—23
fir-Ao3—rvbNEER
(Communications,
Technology, and the
Internet)

IRLF—EBEREER
(Energy and Commerce)
—O3a=4H—Par-B
fii-A4o3—vNNEER
(Communications,
Technology, and the
Internet)

RBlE-HWEES
(Science and
Technology)

BlE-HNEES
(Science and
Technology)
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F—FLAt—

Dan Lipinski

(BEZ.A)/4M)
Z# B & (Chairman)

Vernon Ehlers
(FEFOR.ZHM)

Sox 4 A2 8—(Ranking
Member)

ZFAR

BE-BNEER
(Science and
Technology) —#ZEf %
HAH/NEZE= (Research
and Science Education)

BE-BNEER
(Science and
Technology) — A% # %
HEH/NMEZE=(Research
and Science Education)
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14

2009 £ELIEDIT RRDERFHEEE

2009 FEICEFTA5TEEERICEMIDDOLT . YD T YA N\—tF 2T LERRIEZE
£©.2.3440D ITR&D IZAATHREINEE SN TLS, BRBEFIIHTHM3—FRyb-R—X
DT—RBERTUT IV DEBENMERLTNDIE, RYNT—IRALM BT —2BFEDIE
EMNRZMELTNAIE, RYRT—VEEDFE, ZLTRITRYN I =D Fa) 7155
(. B AN\—tF2)T1 R&D FELERIEDLITO+REHBINH D,

FErf-1B X D EE (A New Era of Responsibility) IERENT-F/\TK#HFED 2010 £EF
EEMEICE, ZLOBEITONT, EAMLGFHEBREFEAEARZIN TGN, KbYIZ,
2009 £ 4 AICHRDAFESNSERGFEERICBLWTERIGSEEbNS, BEEBEEMN
LOMTREBINTWS, MEDRTHhOh=. T ICEEXFE5ZX5LBHN5d RE&D HEETR
By 5EED—EELUTITRT:

> NIST #ffi4/_R—>3> -7 A4 5L (Technology Innovation Program) 2% 9 %

7,000 BRILDIEEE, KTOTS LI, IT ZELEEICE THHIRMA / R—L 3 %
BT 5,

“RAR—bk-/8T7—-51)yk (smart power grid) "FARZXETH. TRILF—EHA/\—
XA T AR FEDIEBEE,

RO 2B+ BEFHILT (Electronic Health Record) AT LEA D=6
DESIRM, THEANIILRBEE IT A /R—2aVItxdd3FELX(TABITALEEESN
%

2R A N\—tF2)T1-4=2FF7 (National Cybersecurity Initiative) D . $if=
HERN—tFTF—9TFEELELTE LR L RES (Department of Homeland
Security) ~ 3 {& 5,500 ARILEEMAET %, F£f-. EMREOREAR RIZEEL.
BERDNAF AV THIT4OR-TADTYIMIFL. 3,600 FRILEHEET S,

NSF TEHEINDIETD R&D HLUVHEFEIFHEEL T, 2010 F£EIZ 2008 F£ELE
TOERILEEET S,

Tl ANIKIRAEIE.IT R&D EBCEENEEESZSEBESNSIBEMEELIRIBLT

W5
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> 2 B9 B.ANIKRBEEILEBBAFICE DY A/ —EF2)T41ZDLVT, 90 BED
LEA—FERZEEHL. COLEa—I&. ERIFHSE (Office of the Director of
National Intelligence) ®Melissa Hathaway gD FTEMmENDY, ORER.
PAN—tX2)THARZEAMELTRLTLETHONDLDTEAGLD, FERELTE
MAROBEEIZfN, ERBF Y (/A —EF 21 T4 EIRRFER&DETE (Federal
Plan for Cyber Security and Information Assurance Research and Development) |
ZHETHIARICESAREENERICEV., BRHOMTIE, AAER TR, TDIR
EETITFEANT B8, Hathaway KA “H 1 /\—tF 11) T4 EEFH (Cybersecurity
Czarn)"[ZEda SN b ELDRAIAH TS,

> ANIKEEE EREREEZSEOEEA_FFIICTEEETHD, COWEEE
DEELERICIE. EFHILTOMALRE AILRTT AT LIZE T 5EHRFE MO
FRARENEEND, CNEZITT, FEMTOHEIIHTEIFENITASIENDLDE
FEIND,

ERBFFICEITH 1T BEAICET LR 0OEECIRYMA X FBHED IT R&D REZE A RT
(+ZATREMEN B S, TR FEEEB (OMB: Office of Management and Budget) &, Exhibit
300 EFE[ENS IT TADIVMBHC AT LZR AL, EETHED IT PEEZHRELTVS. R
BROEFBFRE (Office of E-Government) [, IT EAETE Y R&D FEEEL . RETH
B T BEEEFFHORFCENTRAISIDEEER-TEDEABN TS,

2T president Obama Directs the National Security and Homeland Security Advisors to Conduct Immediate
Cyber Security Review, Whitehouse, February 9, 2009
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2 RYRT—9 YL )1N—FX2)T4IZHTHR&DEIM

T—R- XY T—ODEEO, TNLRYNT—VE&FE - EREFEROEREE =, HR
X 1)T1RHFIEBE 30 EMICEREEILEEFT-, 1980 FRIRLUAENCIE, FRt¥al)
T1EVWZIE BALOIVE1—RIRFESNEFEROREICEANEIN Tz, AVE2L—2
ENERHEHREDENY(E, FITFERICKDFEROBENIL>THYI>TULV, “EfEaVEa
—4%-L X7 L (trusted computer systems)”ELTHISGNDZFDEIBI AT LDERET. #idr.
FHE D= DHEFEMFEEZ =DM, BERLTLHERMET (National Security Agency) AAHARL
EEEILAVRY - 1)—X (Rainbow Series) 1 TH S8, YR ADHBEIL. avE1—4%
£EFTDHAEBICHL, BRRELRILETFYDD, WHICELRELRILDT I EREESZD
MTH-oT=,

FYRT—ODHIR AU 3—2vbE TOEKREGEZA 23— yb-TORIILDOHEIX,
BREF L) TAERMYEBERMEEREGETSE . RYNT—IDST IR RELFER D
X)) TAHERIE. STHEERBREZFEDEFETH D, TOEFLILBWVKREZEALEER
[CIEEHOEALIHY . KRBEDERFHTIEENLEZRMY LIFffz, FRICEAIX. TnoERH
[ZRIZRT 3UFRIZEHIND: OBRITRYNTI—2-TORILEY—ILEAEDTRESQF
YD —OBREBICHITABRITIAVE1—3 - N\—FKOzT7EVINIITEREDATARESQV AT L
BRET. T2 ZLTEEIZBVL T Ao DOREVWERERLEZNEEBALZLEWLS. BB IDH
BABICESTIFRIALENRYNT—VIREBIZH TS DEE,

AVEA— 2 EDIFRERET DO FREGHEEM D, TLTEENBRAINTERIZE
MNHH5T, 2008 FIFEBRUHELELELIAVEL—IRADNKMEREL -, EEEFZIT]:
DRTLICIE, RETE. SREE. BF. ZLTEADLDAEEND HEAALLSEA
P ZLDOBBAARD . T—ER—ZADLDEAN. HEWIHEEFROEHITE ST, ILDY
F—FOTEYMA—FOREFA®., BITOENSDFEEDFRESITHLAGEIZL>T, F
PEADEERIEHELEEIC LD, AVE2—2 VRTLIZBED AV E—DFKREITEYDIT,
EEBBERVNT—0 570904 ET 5 —E APHEBE (denial-of-service attacks) 5[+
F=EEOHIE. FTVRNGL, — I ChoREZTOBMIE. WBZMHLETH-OIZFEDL
NBEEEESLETHD H—ERGEREFISE, ARDHBVWBEEZERT SHAFHERED

BLAVARY - ) —X(F, BETIX 1980 FREFEICHETESINE, AV —XF, XBFEHEES
(Federation of American Scientists) D 9T T H A MZHBLRSKJ—IZCTAFAETHD
(http://www.fas.org/irp/nsa/rainbow.htm)
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KE(ZLFEbN- HEFEEVSEADIAVE1—4RBELRY I 7IZRESEL, H—ER
WERZD=HIZFIAINS“RybRyb(botnets) " EMEIEN DRV T—IDIBRERIZHD
N HEINERBA—ILDEEIZERIN TS, E=ENFERALIzOVEL—RIZIK. F
—AMA—Y%FRBHRTHIFREVIL I TN/ RA—)LEn, SRITEGI D= D/ T—KXH
SIRFEVS-ERFERNMERIN. E=FOFITE-TLS,

BEERFINOHEZEOEHEDS, XD (FERAICEUILIECEZE) EVWSALLTHET H1ER”
Mo, EMAFEOC, BUEBRITHICBRITLEEOITHS MTEEFICIX. MADILO VLS
TEYM—FESO HEREFS. EFA—IL-TFLA ZL TR X/ BFERTRE. H5
WEIEREI T MRV T—IDEFEET S, T TR BBIDRDEAAVN—ELDREICES
EWS FLWVEDLRBRBN RSN TS, X1 )T LOFHLLER O (GRITE) Z1EY.
ENEEVZWYIIITEL TV —DELTRTETDELEY . KBEHREETNZFALT
BUERISERAEIVEL—S HAHAVERAEORITEVEEHI-AVEL—FITTIEAL. £h
BEXRT B N ADYITRI T EH—ERITHT EXILVDEERYZEITL . BHEFRO R
FREMYMLEYT D, IOLE-BERIDERICIE, SIEDRIKIEADNLILY,

CNBITHT B8 ERBUFHEEL, FRAVFI—IDREMREEZBIET770—F0
RMEFRET DODHEZEITOTL D, ERDFEHREF 1) TR IL, FROEEE. \THA
. ZLTREM A TIITOEFHILICERDNEMN TES:

HBEEEE, PORBSNEALFITHERT I ERAZRDDHEVNSIERTH S,
ATAMER. 7O EANHRESNGENENSIERTH S,

FTEMEF FROBKRA, FREBDHECLOTHREASNIENENSIEKRT
Hdo

FYRD—VRETE.EBEGFAMN EVOSBE—SNE (BA. . RU5ESICE>THEE
[Z70+ERSHERICHEHIAVEL—DEDEEE. T—2zob@QVEL—2 VI IIT  *
YD =) IZR T BIEE —IFELLZTNIELESEN, GABLEZEAPREMTODIEERE
EL. EYDITRETHY . ILR TR EEEROBEL BRI HAENEREINTES,
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REIC, AVEA—INKY EBLGHEEZEINDICRLD. BEDORENSEF1TsLDIE Y
ISR ELTWS, FIZIE, ELHEBERICIX. ENOABLERNERET H-OIHFNGEX
T4 LEDEHENRITONTNS, BELEILICVEEFEER X TRl E1—42T
HHEREIE - T —42- 7+ X(SCADA: Supervisory Control and Data Access) AT LD
MEsstEMtEEEN TLVD,

RIED 2.1 BTIE. EHMEFDO Y A/N—EF 1T« TOTSLIZDONT, ZOEE. BES
H, EBARIIOVTHERT 5. 2.2 AT EMBROEEMRTAISLE, 4/ —1F
AVTARARNDBBREERICH T LEMBFHEDREZHL D, Fz 2.3 BT, FAGY
AN—EF 1) TAHRAR L I—DFHEENT 5.

EEDRYRT—5-HA/3—EF21)T1 R&D . LTIZRT 3 DOAEMEEICESEE
WTEBESh TS,

E—OEEE, BFIvEa—2ErvbT =BT 5K EDRBIEEEIT EDOMEI, L
[ZX LG HEMZDNTTHD, [FEHINGELCNoDIEFEEMER, RybT—IRVaVEa
—HREAN—RATE, X1 THEA. FRAKPLIRKIYIEHSN TEEWSERICE
9 5. E5IT. SOV RTLDEREREE, EITTVE1—2FZICESVTLSH, £D3
VEA—SRZE B TRITH Tt OFFIELICI SEE S OEEMEIC, K50EEL
DOHIHRBETHY. MPELTIIERHARBRRATH D, VIV T7HREL, H-gtxal
TAEDHEEEC. ENEASIFEFOEZESE T IMEICBNILTONTEY . EDOHE/ YT
PEEZEALZTNIEGSEN, SAET, ARRUVRBOY A N\—tFa1) T+ ERDIEE
AER BFEDEF 1) TABOREREEEICEOINTE .

FEZOMEEIE. KEMIZEX2T7HRaVE1—3ERVNT V- S RTLDHRZEET . £
HRTHS, CNITFEEICHLOEETHD, EAONDSIVEL—2- RV T—I(FT T JE
BICEHLGOATLTHY., TNEFHL. SOICRERAAIREGEELIVMFEHERE T 5O DI
iT™Y—ILIE, HESBFTEELEILISIA TGOS THS, IRBL-EAMKRIC. REMICE
Xa7HAVE LRI T—VDEBRAEERDIT-ELTH EFEV AT LD KGR E
R—REHRT DT T EZNGERI M D,
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FE=DMEEIE., HRATEEAEFHNEEZ. VHTEETINIDOVTTHD, FA—/NL-FRy
FO—ODHFEEIE. BTFEITHREYEIRS I P ABBREXELTEZABAR—XDEB(BF®
BRI 5. BRI H. BANOERE CITBREEICL > TRITEINEA—RDEHEHAZ
RET B, 5E) D— MG ERAZHERLU -, LR ATEEAEFHERICOVTIE. ShETIZH
ZLDREDSGINTERLD . SEETEILIAIFGEN, EFRIAEFELLTRELHNONT
BaE, 8F5ARBEELE (PKI: Public Key Infrastructure) T#H %, PKI (. EES1t. 4.
ANPOXEDEIE. 23, ZL TIERENE (non-reputability) ELVvot=, EFRIEITHEELSH
BIREAEDIEBREREBLTLIDIIHZ S, ER. MRELT IL—TRETIE PKI EH A,
BEURUVHRMBBELNKEMEE . PKI Z2—RMICRATH0EFEHLL, POV T A
FABEYV IR TICHARAENT-F2T -V yb-L A4 —(SSL: Secure Sockets Layer)$%
i (&, BREF R TH A AT RELR AT D P TIXIL R AT RELERE DB EIZRLIE L, LML, SSL HME
FEEREZAERT DL E T HILILTERLY,
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2.1 SEHRYFI—H-tEFX1)ToRE&DEHEEERE

KEIZEFDRINT—=7-HAN\—tF21)T« R&D [FINET. EFNBFDHRAGHEBEEES
ENFLEO-ERODEZLRELGEDHEERITTE -, ChoDF|EIX, BT HER D LA
BEEREHITHELLIC. BAEEZREL.RD Z0HI S LTRERMLTE -,

EMBAFY A /N—tF )T+ [FMEIER&DETE (Federal Plan for Cyber Security and
Information Assurance Research and Development) % j(Z. 19 O BUF#EE M SHIBEELI-H &%
BIZCE>THEBEND YA N—tEX 2T LBERERMEICHATIEATHEMBEEXRRS
(Interagency Working Group on Cyber Security and Information Assurance) [Z&>TERLE
Nz YAN—tEF2) T LERRIEICH T HERBBAFDO XM, RUFEEBTOEEIER
ZHRETALDTHD, sTEERICH-Y. EFXHEE 2 HOBEEZSRLTLS, —HBIE.
K sEFE MBI EE S (PITAC: President’s Information Technology Advisory Committee)
kBT HAN—FFa)Ta . BEIEGRTE DEH (Cyber Security: A Crisis of
Prioritization®) 1T# %, #4/A\—t¥ 1 T74R&DIZH T 2 EMBM T HEHEEL. RN
BERITTERDODNDIEBHATRIEICAIT T IRAMEEZIRZRELTWVD, ZHB (. EFHBEK
DY AN—tX1)TARARBEAERT HINFOSECH R E = (IRC: INFOSEC
Research Council) (&2l 581) X (Hard Problem List) * | T$H %, 2/ LS HA M B LS,
YAN—tFa)THRARSFICETLEZLCREOP THHICHEL . BEIRLZDITTRL
TS,

EREBETIE, YA\ —tEF2) T LFHRIREE R&D 2FITE TS 8 DDEBEMBEZRLTL
2o UTTIE, ChofEE &, ZRfTNHLINEFEMBEEASVNIEBETRY !

% Federal Plan for Cyber Security and Information Assurance Research and Development, NITRD, April
2006

% Cyber Security: A Crisis of Prioritization, President’s IT Advisory Committee, February 2005, page 19-20

31 Hard Problem List, INFOSEC Research Council, November 2005.
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1. HEEERIY A /\—tF 1) T4 L1EERIREE (Functional Cyber Security and Information
Assurance)

a. FRIL. &:2. {E3EEHE (Authentication, authorization, and trust management)

b. 7YX, 5B (Access control and privilege management)

c. WEMSDRE. KEOD FBH- 5l (Attack protection, prevention, and
preemption)

d. KIEEH A /\—KRE2 (Large-scale cyber situational awareness)

e. BEHHERHE - 24 5% (Automated attack detection, warning, and
response)

2. 42 75R LR (Securing the Infrastructure)
a. EXaT7RHRITORHIfEHT X7 L (Secure process control systems)

3. fEEFEE 4 11) T (Domain-Specific Security)
a. TAVYLR-tHa!) T+ (Wireless security)
b. EFBRYNT—VEEBIF T4y I DEF2") T+ (Security of converged
networks and heterogeneous traffic)

4. BAN—tFa) T4 LERRILED FFERFHT &5F 4 (Cyber Security and Information
Assurance Characterization and Assessment)
a. Y77 RE M EEET AT (Software quality assessment and fault
characterization)
b. HE55tEEEBI—FDIEAN (Detection of vulnerabilities and malicious code)
c. VYIbz7HREREEHE Y — /L (Software testing and assessment tools)

5. Y4 N\ —tFx 11T &IEHEEE B (Foundations for Cyber Security and
Information Assurance)
a. BES=(Cryptography)
b. X277V Ik 7 I % (Secure software engineering)
c. IT YRTLDIFEZFATHAINERBLIzEX2Y)T1457 T (Analytical
techniques for security across the IT system’s engineering life cycle)
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6. YAN\—tFa)ToLEREREE R&D EIRHF AT (Enabling Technologies for Cyber
Security and Information Assurance R&D)
a YAN—tEX21TALBERBRIE R&D TR WK (Cyber security and
information assurance R&D testbeds)
b. ITYRTFLDETIVY  V2ab—ay, BLUREL (T system modeling,
simulation, and visualization)

7. BEGRERIRATLET—F TV Fv(Advanced and Next-Generation Systems
and Architectures)

a EEIVEa—TFT40T - R—X-7—FTYF v (Trusted computing base
architectures)

b. EXa7M ORGSR TLELUYT—FTIF v (Inherently secure, high-
assurance, and provably secure systems and architectures)

c. ¥R TIRE-HLsRATAEE X217 - X T L (Composable and scalable secure
systems)

d. B#L X7 L (Autonomic systems)

e. RERAVE—RYb-412TF -7 —F 75 F v (Architectures for next-
generation Internet infrastructure)

8. HAN—tFa)T1LRMRMED L EHIAIE (Social Dimensions of Cyber Security
and Information Assurance)
a. FS54/3—(Privacy)

EREEIE. ChoBkIEHZ PITAC #iEE IRC iETHRESNERLLEEL. XERD
BUREZEITTLS,
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COFEF.NITRDTAT S LDAVKR—RUED—DTHAI Y (/N —tF 2 T4 LIEMIRELE

(CSIA: Cyber Security and Information Assurance) Df=6® . FL—LT—9ZEERKL TS,
CSIAM 2008 FEHTEFHIL 2 1% 6,870 BRILTHYNSF, DARPA, NSA., ZD{thDoD#RE .
NIH. NASA, ZLTNISTRITHE SN S, S E TIXCSIATEEIZH 158 FEmEHEOH

BEROTHEY, EMBFIHL, EXFRRUVZERFEH AL, EHCSIA RRDO—FTYTD

ERZREL TV, TEREFHEICIK., BEMEENRLRELEBRICEFTEHIE. VIL

VITEVATLRAFEOANRER o tX2 ) T+ZHARAT L FIRITHAM O R T LIZD

WCTEXFALTETOEEEBTT AL RUPAN—EX a2 TAZEETH-HDF AR

DRERKTHIENEEND,

X2 EEEES (National Research Council) [ 2007 £, NSF, DARPA, NIST, ZL T
DHSHo—HEREMEZITT. [RENDEF1THEH A N—AR—XZEBHELT(Toward a
Safer and More Secure Cyberspace) IZH&kL=", COMEIZ. £XDHA/N\—tF2T
ARREDHELEBEIRCLREICLEBML =,

%2 Fy 2009 Networking and Information Technology Research and Development: Supplement to the
President’s Budget, February 2008

3 Toward a Safer and More Secure Cyberspace, National Research Council, The National Academies, 2007
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2.2 HERERYNT—D-HAN—tXa1)TAHE
2.2.1 BHEBRFICHITERINT—0- YA N—CFa )T EE

BIHRYRT—ODH AN —tFX2)T 11X, 12002 FEHEHR LX) T EEE (Federal
Information Security Management Act of 2002) 3 |[CESEEEIN TS, COEETIL.
FEREHEBMFRATLOEFLTAIIRT HE2EHEEZE. KEEFER (Executive Office of the
President) ADITEFHEEHEE (OMB: Office of Management and Budget) B&IZZ 4 TLY
%, EIZ#E IR AT (NIST: National Institute of Standards and Technology) [ 5E$RiEx
I LG hZF DX ) T BRI ERAEEZRARK T S LICLY . OMBREEXIE
R

FERBFEEORE. FRVATLD X1 T(H#HZFICHEEZEL NIST DR HESBT
OMB BEMNFERTIZEICENLETAELSHEL, REE. ZEIEHREFE (Chief
Information Office) (HALMIMDEEE) ITXL. jEEE OMB BRICE>THRESN XY
TAEYA~NDERNERIIT DX T TATSLEERL. #IFTE5-HDERESZ 5,

FLEEEBEBEICHL. TN T DX ) T RKREERERIZOWTRR T IFERBELIER
L. EHBERITIRETHILEEROTVD, T, BHEDEIZE (Inspector General) IZxLT
(X, BBEDY A /N\—tFXa)T,-TOJVSLOMBTFMEEREL. EREEHRBESARET
HEEEFH N T, TIRBFERIEE S S (House Government Oversight and Reform
Committee) (X EF . FWEALTOEEEICISIBELTEIC, FHEAZTMI S5 FISMAGEH
(FISMA grade) 1Z%&RL TS, Shid, BHBIAFISMABKZIESFLTVRAESINEE
[ZEFEL 3D THLIZEMN D, FITHDEBN =X UTo- AN R EBEBERIAHINES
MELVSRIZBVWTERETATND, REIRIE. AN\ —tEFX 2T BBEIERRIZEND
HEDLDTHAHLIERL., ERI SR ELFEBRLIBEANDERNICSZH->TLNTIE, BED
X1 T1EREAT AL TRVEELGERZ R R I AIREEAHLH LB TLVD,

34 Federal Information Security Act of 2002

% Eighth Report Card on Computer Security at Federal Departments and Agencies, House Oversight and
Government Reform Committee, May 2008
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OMB &, £ IZEFHAF - E#8R BT B (Office of E-Government & Information Technology) %
BLT.HAMNN—tEF2)T4BREIIREBLTWS, RABEY A/ N\—tFa)TsHEZHBIC.
BROA=FT7FIEETHTHD, EREISHL T FRFEERICENT, TAD K
LRILDYAN—tFa) T4 RICEATIHMELZEHEILEERDTNS, RiEhHo1-15E
X. ZENOEFBETHE-HDIT7THU3rETAILRAM—2FHE (Plan of Actions and
Milestones) IDIRHZEEEET 5. OMB (&, FHEEDFHEICEAHLO TS LIS EDEAZE
REBIT. HEBEROZEVSZIELTHETH D,

OMBIZ. EFBAFRIETHEDDIPv6 BAZFKELTE -, IPv6 &l EFxa) T aeN HE
SINF-RERKIPTHS, OMBIEIZHE I L, 13— yh-ORDI 3> DHHE . govk ALY
(AL TFSRATYR AU A—Rybk-aR9 a0 -T0O45 S5 L (Trusted Internet Connections
Program) I FIZHEITEH. TUR)— RAUETOREDOLWNS T4y I DEREHEILTHILMF
UM FTWS, FSIRTFYR AU A—Ryk-aR930-TOSFLIZDNTIE, 1.1.2 HFIZHL
Tz, ATOYSLDBEX, S oI a0 DE%E 100 KFICMZ . T4 234>
(Einstein) EFEIEN S AT LEFIAL. TNENEEERT HTETH S, 2008 4 5 ARFRATIE.
EHEAND 2,758 DARTLIAVHREINTINS®, OMBTIL. EHBAFR AL Z L RT L
A2 75D X1 TFAHREIEIMYBATINGY  FyTLARILD.govE ALV ~DDNSSECE A
D EZHEARRIEL, 2009 £ 1 Aot EHMBAFIX. 2 AXRETIZZFDOEZEZERTESLRELT
5D, COMYHHAHIE, Az —To%50 2. 3 DEEKRE. HRAEZEXETEHLDTHS,

OMBIZ. HxalT1E2HEL., SSIZAVE 21— 2N BEYIZBEINTWNAILEZHERT 56
DAFY=_2G - I—)LEREZHETH-H EHRBFOTAILY T aAVE2a—2DFERTE
FERE(LT DI REERTLES,

% Trusted Internet Connections (T1C) Initiative, June 2008

37 Securing the Federal Government’s Domain Name System Infrastructure, August 2008

% |mplementation of Commonly Accepted Security Configurations for Windows Operating Systems, March
2007
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EFBUTHRI L. CIO 5% % (Chief Information Officers Council) Z5&L ., 1& R T EBEE
DFEBEZITO>TLWE, FHEF2) T+ 5 xEE (Information Security & Identity
Management) BEFHDRAEICHET S CIO FFZLDHHEEE=IL. OMB RUERE
SEFAL. HAN—EF 2V TAIZETEIRRNTSOT4 ADHEHELEZRF OB AIZRYEA
TL\%,

ERBFDO YT — S A3 —tF11)T(RE&DIE, NITRDD/NE B R TH S KT F B
£T:% 4 (National Science and Technology Council) [C&> TRBEEMNERSN S, BEEE
£, KIFEEFRAOFEHRMEEE (OSTP: Office of Science and Technology Policy) D&
HTFIZHD. NITRDIE, KEERBAIZE TORRIEN DA EGE T BB TRERE ()Y
—F - A—T43—2aV)FIOFTH RILEEHNHENTOTSLO—DOTHD. 4 AFFEIDIE
AXGRAETOSSLELT 1980 ERFKICHAASN, 1991 FICERITFRESNT=, HEFIL 8
DOHENSIL., FEILH 6 BERILTZoTz, 2009 FEDK#HFEFHEREE(L. S0 13 #EFI
xtL 35 BRILERSTLNS®,

NITRD NEEREZDEERNOBHE L. BUFBEIZRESINS., IEBFD AR CHEEL
ERTOTSLOBEOCETICERMICSMNT HLE. DEBULORENRATHENEEE
BEL. EFEICE>TELESNATULS,NITRD &, 7— 7/3/7\‘3%0)11110)##?:']73% [ZHLY
T. R4 oD RBERLTLS, REAEI2—0OMHH- K. BIEZEEEZHE0
51?2%'( TPz IRETIZEELRIFRLTWNS,

NITRDATIE, AN\ —t X2 )T LIFHMREICEAT 2B THEME/EERI R (CSIA IWG:
Interagency Working Group on Cyber Security and Information Assurance) S, Bz 0%4
SLOFAEEE->TNSY, 2009 £FEDCSIAMIE FEEREEIL 2 8 7,980 BRI,
CSIAZ IN#RAIZIX. NSF, DARPA, OSD. ZLTDoDH#—E X (DoD Services) N D ZEHAH .
HEUNSA, NASA, NISTHAEEN D,

¥ FY 2009 Networking and Information Technology Research and Development: Supplement to the
President’s Budget, National Coordination Office for Networking and Information Technology Research
and Development, Executive Office of the President, February 2008.

0 CSIA IWG [&, IERIZ(X NITRD INEE L LA TS5/ E B 2L (Subcommittee on Infrastructure) DA
IZHRET D, VT hIEXBEEMEBEESRNOMEBTHS.
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222 BFEHERYA/IVN—tF2Tr - 7Y=FFFZ(CNCIl: Comprehensive
National Cyber Security Initiative) ;DM EEL=SFF I D FIELEE

2008 &£ 1 A 8 H. BFDT v a XK#ffEE. [EREF 1T KFERE 54 5 BERHE
X FES % 23 & (National Security Presidential Directive 54/Homeland Security
Presidential Directive 23) J&EMEENAEFE R KB RIZEL LIz, 2KV A/N\—LF2T
AT FIE. COERBRERIICKEL TS, COXMBESHLIE, M/ —EF2
DT4ICET AEROMYBAEREHEENTES,

—HBIE. Ty aK#FEMEH 2003 &£ 2 BIZERLEEX 27 YA /N —AR—XEFRELRE
(National Strategy to Secure Cyberspace) I T#%%* . COEIKIZIE. Y4/ 3—tF 1T (I
BELRATLORFE. BB -EHEHEIBE IO S LORE. EX1)T1IlEORE. BF AT
LDEF1)TAHE. RUEF 1) TAHERRO-HDMEEDHHENS, 5 DDREHE
YViAFENT-, BEEO—EBIEEESN A, HTEEEICHT I LEMAMYBAHEHNT . BR
ELTDOHAN—EF 2T DRIBREZFIFRELTLVEL,

“HEBR. BEREMICEE-EREREOERSRTANDBAZES ., BAFPREMIVEL
—2- S RTLRURYET—IADBRADEREL TSI ETHZ P, BFICE-1=HlIXIFE
AEBENA BB ESFORER, FLSVMI—RES HEEERES BTABES L
“IERESD . HEAREVSBEANERNSILEEBICL>TETL, BLICERSNIENS
MoTNBMP Ff KEOZDOMOE R TERELEBFLRATFLANDBAIL, BRRETS
FOAVE1—4%REET S, T BBESN-RETHIIELHIALE, ChORED RS
EF, EFATHYAN—ZR—REREBAEELTOENIEERT . RENDHBIIHE
ANy =

*' The National Strategy to Secure Cyberspace, February 2003

*2 Titan Rain, Wikipedia

* Digital Fears Emerge After Data Siege in Estonia, New York Times, May 29, 1007

* T.J. Maxx Data Theft Likely Due to Wireless ‘Wardriving’, InformationWeek, May 9, 2007

> payment Processor Breach May Be Largest Ever, The Washington Post, January 20, 2009
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=HEIX. 911 HER. BEE=FJ IV LENBERREEZHZTHERL . KEBRNIZHLND
ZETH D BIZIE BRLTERFER (National Security Agency) (&, #EEIZHNE AL ITER R
[CEBESN TV EZ )% BETIEKERNBENS T4y IANELEICHERLTIToTLNS

46

o

HEICkBE MBHEIZUTIZRT 12 ERASERINY . 2008 EEFE(L 1 & 5,000
FRILE1=%,

1. FSRFYR-AB—FyES (TIC: Trusted Internet Connections) 704544

EFBF . .QoVR AL EAVB—R VD EDMEASVEDIRI AV E T S, TD
2HIZ. SNEDARTT IV HEREIRAED 4,000 S 100 KiFIZHIRKT 5. BAFHER &
TADD AR - AT LEFRAL, Cno@arI23VEE=4— L. BDOLLEBZORR
[ZBHEITNIEESEN, B R 2 RES (DHS: Department of Homeland Security) A3
FARLIZ7Ao1 3400 AV 3—R b F5 D000 1EHREZIREL ., DHSOKEIVE 21—
SR &R EF—L (U.S. Computer Emergency Readiness Team) N9 5,

2. 12 A3ZE40 (Intrusion Detection)
3. & APBHLE (Intrusion Prevention)
4. EIRBFHA/N\—EFX )T 1ERIREE R&D FTEIIZET HHEHFE

5. &KV AMN\—tFXa)T1- o F2—FNLIzKRERH (Situational awareness through
the National Cyber Security Center)

% NSA Must Examine All Internet Traffic to Prevent Cyber Nine-Eleven, Top Spy Says, Wired, January 15,
2008

National Cyber Security Initiative Will Have a Dozen Parts, Nextgov, August 1, 2008

8 U.S. Has Launched a Cyber Security “Manhattan Project,” Homeland Security Chief Claims, Wired, April
8, 2008

49 Implementation of Trusted Internet Connections (TIC), OMB, November 20, 2007. Other memoranda on
the OMB web site describe progress towards implementing TIC in 2008.

Privacy Impact Assessment for Einstein 2, Department of Homeland Security, May 2008
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6. HA/N\—-HHE—- AT X (Cyber Counter Intelligence)

7. BERYLT—U-tFa1) T4 (Classified Network Security)

8. HA/\—#HFE-il##E (Cyber Education and Training)

9. 1E#HtEF 1T+ #TE A (Implementation of Information Security Technologies)
10. PH 1L E;B& (Deterrence Strategies)

11. 7=\ HTS5A - Fz—> -+ 21)T 4 (Global Supply Chain Security)

12. B B1#% 71 (Public/Private Collaboration)

FE—DEXRTHD TIC ZRE. CNOBERDIFEALIZETIIEMZMRAIL, EBITEARE
LTW3, FEERERHIZLDE., D1<Et DHS. DAPRA. NSA. #L T NIST A%, CNCI 28
(+5%&ENZE#HR->TLND,

CNCIDORIhATREMZF FRITHLIEHLLAD., FENEH THSH L. TLTCNCIEAGTES

BHICHDIENFRINEIENL KBDURIIEE W, BELEHEHEEXRRICENDZLEE

ERTHE. ERLKEBRMGHE —CNCIEZESHL RN HEIN DRI T HEHIEIEL,
BIZIX. USBRRIBEEEEEBIZCBITDEVAURDX-YIRIzT7DIfEFHEMEIL. USBRSA/TEEL

RAOERBEICHEIETEY IR 7DAVEL—4BAZH L. FiIZICERGBEHOHRES|E

BOLE, COMmBME. RRENAETERADLOE o1, HEITL DL, BEffarEa—4

ANDEBNRZNGEI LN S, DODIEHAS P T V2% ETLLTHOUSBHERDFEAEZLELTL

%,

51 Military’s Ban of USB Thumb Drives Highlights Security Risks, SC Magazine, November 20, 2008
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23 HERBFOETEHYA/IN—tF1)TF(R&DTOT I L
2.3.1 FOJSARGHEGHEE

NITRDZASSLDIAvE1—% X2 ToIEHRIFEEIR—R>(Computer Security
and Information Assurance Component) J(&. ERBFNHET YA/ \—tF21)T<IZH
TEHERARDIFEAEERL TS, T 1. COAVKR—RU LD FEEHERNIZFEEDHT-E
DTHB. KFED 2009 EEFHEERELRLA. (FEAEDHETIE,. TEIL 2008 &
EHHICEEFO TS, 2000 FEEIE, RN FAICRDERNEYRAFNIEND, B
REEKEDZERISTEEMERDOND,

x 1 IR FPEEE. MY LIF-EBICET5. 2TOFRBEEF M N\—tEFX )T HARITH
TEHELEDTHD. CNICIF BEEOELFLTHEY IV TEREGE . RV T—0- X2 To
[CITEEEFGROEWVEEOMELEEND, LHL,. SEHTERIEFEAELTHOIVEL—2-V X
TLNRYRI—VREBETHRELTWAIENS. & 1 ICTEFNDEFELTFEL. AISHDRYE
=X ) T RREXIET LD THAEE>TEBETIHEWL RICHETOISLE
NITRD [CEATZGEE. BV AN\—tF 1T HARFEREEIL. 2 8 7,980 ARILZILDH
[CHBALEEEEIND,

%2 EY 2009 Networking and Information Technology Research and Development: Supplement to the
President’s Budget, February 2008
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£ L:NITRD 7455 A avEa—4 X)) T4 {FHREEaR—RUF

e 2008 ££& | 2009 FF

100 R/ 100 BZF L
£ X% %81 H (National Science Foundation) 68.1 87.6
Eh 4 EhEEMEEER (Defense Advanced Research Projects 124.4 106.8

Agency)

OSD-DoD #—E X (OSD and DoD Services) 38.6 40.7
E 31 BT E W ZEFT (National Institutes of Health) 1.1 1.1
ER R £ EET (National Security Agency) 15.5 17.8
National Aeronautics and Space Administration 0.3 0.2
E L AZERREEMIRE (National Institute for Standards and Technology) 20.8 25.8
el 268.7 279.8

2.3.2 FtZ2R[EZ (DHS: Department of Homeland Security)

DHSDH A /\—tF2)T,R&DIF. FZEH 78R (Science and Technology Directorate) ¥ &
TEEIN TV, REEMTIO 2008 FEFHREL 8 8 3 FHRILESLY, AEkE 6 D
D EERE&D“HEHEFEE"ZHBITTLDD, AN\ —tF 1) T/ICEEBEZRHIDIEZTNDSS 1

DHHTHS.

> BEYIRH LB FEX (Explosives detection and countermeasures)

> £WEHN- PR ER B FER (Biological and chemical attack countermeasures)

> EiF-#BE+tF2')T7+(Border & maritime security)

> AMIZERHBFZE (Human factors research)

> AU75-ERMEBEFE Mt 1) T« (Infrastructure & geophysical security)

5% FY 2009 Budget Request, Department of Homeland Security, February 2008
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> <Rl E#tE (Command, control & interoperability)

YAN—tFa)T1-TAJILIE . ZD5H 6 EEDOHEEHTHS. a7 -FilfHl- B
[CEEND, YMN\—tFa )T TATILICTEFNS. EARNTOTSLO—EERBNT 5:

B A> 75 %) T4 (IIS: Information Infrastructure Security) 7RIS L :

F5H:2008 FEIF, 990 BRI, 2009 FE(L. 1,120 BRI EROTVS, BERHATODI I
I TRAA B AT L5 2 T4 (DNSSEC: Domain Name System Security) 1, B U
BIEE L—Ta27) M2 IZEIT PKI A—X-FOr)LRAFEICRYMBD T 527 -Faka)l-
APz k(Secure Protocols Project) |, 8- K-HTREEL A2 IF% 4TS SCADA &
U PCS avEa1—4NReHRERSTOELRAFES AT L-EF2)T4- TSI
(Process Control Systems Security Project) |, BiE4S — L MiEFAL., YA /N\—HB[LE
ERBRT DA N\—tF1)T(EEIOD YN (Cyber Security Assessment Project) J. &
VHRAZBDOET (FTATUOTAT)ELUREETEDIHD SAML LWV BSEHKEBET SRy
D=9 FATUoTA4T1EBT A YK (Network Identity Management Testbed) IR &FEN
%,

YAN\—t X2 )T1HEY—IL- BT (Cyber Security Research Tools and Techniques)
0554

FH:2008 F£EIX. 720 BRIL, 2009 F£EIL. 700 BRILELGHOTND, BEMRETTH A
N—tFXa )T EMERBT 5-DICRBELLES, X1 THEREFEFRET S, TR S
LIZIE 4 2OTOPHoMIBY . TDOSETHEBMHET AN YR -TOS Tk (Experimental
Research Testbed Project) I TI&. NSF &AL, BT BRA A 38 (DETER: Defense
Technology Experimental Research) %4/ 3A—tF )74 - TAMYFEEET 5, DETER
Tl&. 60 BOY A MR LEEMGAI—R Vb ETILERBL, YAMN\—EF 2T ElTE
HERT D, [T —2-LAROKM)-FOP Yk (Research Data Repository Project) 1 TIL., H
AN—BRIZHTEHBATI50-ODRESNT-L KRR (PREDICT: Protected
Repository for the Defense of Infrastructure against Cyber threats) Zf&#L TL\5, ZDLKR
DMIF AREBICKDAICE T H-DICHEESN- BEDRYNT = :FT 090 Z LN
THORRET—2vbTHD, ShHT—2yMIE, Fyb70—(netflow) . /34y k-FL—
A (packet traces) . RO —& M BET—%4 (topology and performance data). ZLTHvkD
— & BT —4 (network management data) A& FEN S, PREDICT Tl&. BifEIRI Y1/ —+
Fa)T4RMDOMERSETEHRLELTLS,
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K FE M T 045 L (Next-Generation Technology Program)

FE:2008 FEEIL. 280 BRI, 2009 EEIFEALLE>TWS, KRS A/ —EF211)T0
R&D ——XIZWYHTTAY S LTHSD, 2007 FE. HSARPA [FZDTOY S LDEIRXER
#0501 (BAA 07-09), RSN =TADIHMRICH T HMEEE LR K 450 GRILAFES
NTUW=A, ERICIREINDIEHTH 280 ARILICEZY, 2009 FEELEMBIRKIEIT
nAEM o1z, HSARPA (X, BAA TTIRESN-BRERUVEZH—EELARLTLVEL, LHL.,
2009 FEFEFRDZE. NVEANRBEDA VYL RABBEFRIT X2 70REISEHTS
RIMNMAZ D,

2.3.3 EN#EENSSFHEEEML (DARPA: Defense Advanced Research Projects
Agency)

DARPAIZE T A B AN—tFaT4HARIE. EICEBEE T B (Strategic Technology
Office) &. —E & IHHLIBF /B (Information Processing Techniques Office) > & £ 171t
ZZITTERIND, ILF . DARPAIEEREN - B - KER—XD YA /\—tFal) T4}
TOREFHIFL. ROYVICHFRNINDIIEN SV A - BER—XAREERT SIERIC
Hd. TORER. REAMBMEES S D8 B T RICAMASN TEARMEEIZE T HDARPA
LRI, HLLTNE™,

DARPAD YA N\—tFa)T(REDD KL HF. MERRIL- £EF T O S L (Information
Assurance and Survivability Program) IO —IRELTEBIN TS, & 2 (X, KTOT S LE
—HYITOISLOFELERLEZLDOTHS G- BHEHDENTOTSLILREEHEEKLT:
8. CORDEHEERATOISLOGHEELIZRLS) ™,

% Cyber Security: A Crisis of Prioritization, President’s IT Advisory Committee, February 2005, page 19-20

% Department of Defense FY 2009 Budget Estimates, Volume 1 — DARPA, February 2008, pp. 51-68.
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2009 £ 3 A

% 2: DARPA OHA/\—tFal)F4¢R&D F&

= 2008 ££& | 2009 £

100 ZF/ | 100 BFL

1E$RIREE - £ 771 (Information Assurance and Survivability) 93.05 80.35

AVE1—3- 04V AD BRI R 12.34 10.93

(Dynamic Quarantine of Computer-Based Worms)

EHEDO ET5 R T L (Trustworthy Systems) 12.80 10.00

13D IER R = 7 F 7 (Future Information Assurance Initiatives) 8.25 0.00

gy —%-E5 48 (Wide Area Network Monitoring) 3.00 0.00

X a) T4RBE T AT L (Security-Aware Systems) 16.68 14.00

BEAT7A N —- 2T —0% AT HE FHERRE 0.00 3.00
(Quantum Key Distribution over Wide-Area Fiber Optic Networks)

JL—hFy & (Rootkit Detection) 0.00 3.50

B TR B 32 R T L (Defensive Autonomous Systems) 0.00 3.00

YA N\—tF2)T1- 4= FF T (Cyber Security Initiative) 0 50.0

aAVEa—4-94 )L XD ENRIBEM (Dynamic Quarantine of Computer-Based Worm
Attacks): 2003 & 3 A. EESAIRHTEIZIDARPA-BAAQ3-18: BT 4—TS5/ X -1k
J—Y%B\-o>fzarEa—32- 4 )L XD ERIREE (DARPA-BAA03-18: Dynamic Quarantine of
Computer-Based Attacks Against Military Enterprise Networks) *® JEFE(EN B A EEH L =,

CORHEEHRIIUTOXIIITHERTINVS,

% Dynamic Quarantine of Computer Based Attacks, DARPA-BAA03-18, Defense Advanced Research

Projects Agency, March 2003
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“KTOTSLOEMIEZ. DESMANDBIMICED-TAFHFN)IAVEL—4-D LR
Rl BRI A—TS5A X -2 YbI—VIC BT HAREIN LTI UIZDNT,
AIEF ML TN IEREEL 100%I245E2H, AT 1%ITEEHDILIHEHTERH
%95, QUBEZTT-%.IZ. BBLET U2 AL THEBEESNSIvI Ay - J)Tq
HVET T )r—23 0 EIBT 2ETORMEZ. BN SEEFRE. M. TLTHIA
afEd 5.7

2008 EEFOATOTSLERBEOHELT, BLHEFEEZMATS 2 HoJaors47-2
ATLDTEREFRBDER. ZLTDOD RYRT—IADINSV AT LDHEENEFO NS,

EBEOBITHAVATL: HRATEELGER YT —28 | (Trusted Systems: Scalable

Network Monitoring): SN HITHLRATL-TATSLDREBEIX,. DoD DavEa

— -V RATALIZHL, RAMIZEBETEDOVE1—F- TSN I+r—LERMTEHETH D,
BHRMIICE. FROAVEL—FNEBT7—FTIF v . N—R0xT7 . I7— L7 . HHL

FRYET—=9EAVE1—2DEF 2 T1ERIATHIA/0h—RILOAFEEZBELTL

%, TY [EILERATRELG RV D — VB RICERZEGIE THS, FHEIT 2008 F£EIZ 1,280

AL, 2009 £ E(Z 1,000 BRILERHESTLND,

2007 £ 8 A.DARPAEEEIB T IE. TDARPA-BAAQ752 HiiREIBEAL Ry T —H B4R )
ERENBRNEEHLEY AEF BER—ADRAF YU PEETEOBRRLELEL
2. NESBRAZELT OO RBE R —IBERICBELESNDIVE2L—4F-1)Y—XIZ
DNT, AU T— EDAVE1—2 - RAFDEMEYERENBNWTHEZ THY ., TOHRE,
LRV T—IBREDIE, BN LZENEEDEIENZTNICEDNA TS EERLIZ. ZD L
T.IDARPAIX. AVE1—3 - RybT—V BRI AT LICET 2 EFHGIREZRO TS,
FYRT—= - R—ZADERICHTIH T TO—F & 2y T—IFHKRIZH/NA—L (HI X
(.S =k oA DBEE) KT —VRBEEHEARMIERINGWVERMREEZERT 5,
ZTDHEEDFEIARNE, EKLEFAKR. ERHMRTHAIER VNIV ERID. FAD—
BICHIZ M. HAWIEHIFSN DI L1 LB TLVS,

%" Scalable Network Monitoring, DARPA-BAA07-52, Defense Advanced Research Projects Agency, August
2007
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2008 £ 7 A.BBNT4./0Y—X(BBN Technologies) &, COEEICKA DT 440 AR
IVIRIE DR EERLE®  ZUNEHICE. UTAEFERS ERICZITEHEIZOE,
9% L LD TEBEDHAINI T4V IEBRHTEHIE, FSTrvIERPOREREL,
1 BH1-Y 1 BRBTHAIE, ZHIT—X I BECBVNT. RO — b,/ -S1V-
AE—F 1GbpszHHR—rF B¢, T-7—XTEEICEWTIE. ¥—FIz/ -S540 R
E—F 100GbpsxHR—r 9 5HLEMEEZEET S LTINS,

FFEDIEMFREIEA = 7FF (Future Information Assurance Initiatives) :DoD [C&>TH
BLEZONDHERFRMEMERET 5. APBHFOERBEOFELTIE, FRARMEHFELE
M B=HI2arvEa—2-7T)r—a 2 EBET 288 EM. (T—2& VoIP Q) £ & Ry
7 —2% (converged networks) D7 -5+ RUKIEDRE. 2vbT—0 LDHRANE
EEBE. ZLTINBRRAMI&KS R VT —IBEREORENEIFOND,

[REAR YT —H LB R (Wide Area Network Monitoring) : BRI Ry b — O BEREERED A
F(ZAM4TL . DoD WAN(BIERYET—)EHEL. SoITENZHEMA T, RHR, &aEk. 1
B, ZLTRET DO DHBFLZRKT 5. HERDBABRE S AT LELEA-BERUREHR
RORE. KBTI =V T BILREGENERZELTEHRESATLS,

X2 TABEP AT L (Security-Aware Systems) : B F 1 T45 %, BEH. RUHE
BEZ R T DARENICE DT £FTREE. BEIER. TLCECHEREEZHA =Ry cT—2
FLESRTFLADEODBEMNICEELG X1 TR M ZMART S, EHMEEZEDHF &
LT HAN—KREBEOIRTLEEFZHRELTEREL, B, HAVIIFLEALMDBIITEEYT
[ZIBR T HL53GaTHRL—2ay R—ADHREEEZRFRETHILICKY . RO A1/3—
BERUVATLEEYI NIz T7 - TI)r—3 %8 ALz DoD BRIV ATLERET HH
MDOEFELH S,

%8 Military lays Out $4.4M to Supersize Network Monitoring Technology, Network World, August 12, 2008
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BEXT7AN—-RYrT—O%FAT HEFREZE (Quantum Key Distribution over
Wide-Area Fiber Optic Networks): GEXT7A/N\— RybD—JIZ/ELIz. TUR-Y
— IVFDEFREERMERKET 5, S EOEMIE. BIEEE 200 FOA—FLURADKR
AR Y= RAVREARI L AVITHLTDAERIN TS, FEIL. R - B T74/N
—XBPITH L TH, EFREEEBEZIRT HETH D, TNICIE, “EFIE—2—"DH|
Ee EERREETOMIILOARISABELEZIOSNTWS, ATOTSLOBEZIE. BFED
DoD [GEEEER YT —I LT, COBEEEHBRMICEETHILTHD.

JL—F3 Y& H (Rootkit Detection): JL—hEXYRRFICHETHERDEE. REREHD
FR.ZLTCEERHERUVEN (BR) BNORRGLELZEELT D, TDRODEZLNST
TO—FELTIL— bRy ORBHEZORE EAICEALIZEER . MENEZELS
HITDLIG VAT LICETAREGH AKEBOER. ERBE AN oDINDINE. ZLUTEE
PE/EMITRETT DHDRADT 2 -ybT—2 (Bayesian Network) D F| A% E MNE TS
nd,

PHBIRI B LS R T L (Defensive Autonomous Systems) : RybT—SH R TERH A S |1
ENBHIVEL—R(bots) EZEDAL—JE LY BEREICER. FETHILE RV T—VERE
DEERBENEIERTHLEEBAMEL TS, ZTD=OIZ. TNEERTH-HDEHIMY I+
I7DRFEEEET . R—5 -5 —bkoz4-FOkra/L (border gateway protocol) ZFIFHL. 1>
A—FYEDREERER (BALVATLLBRE) B TR — R—=AD IV —T1U T E1RET 5,
B RT LNV YD TERBETHEITEY VT DHZNBANR (28—
FYNFIABGE) MRV T—I &K, FEZTD—EEIRT ENTEETH D, Ryk-a7Y
FEFIEINS T3 BH TRANELL, TGS T RFr— (BB EHTIEMD SRR
VR TEDAA—ax a0 - RAVNEBERTHILICLY . £ TORL—TRUAVE
A—5—%8HETHIENTAEETH D,

Y AN\—tX2TF1- 4= FF T (Cyber Security Initiative) : KTOT S L%, 1.1.2 IETE
BLF-BEHERXTAN—tEF )T A=FT7FTIZET5 DARPA DEENIIL. EEEH
HLTWS, RTOTSLOFMIEHEERELG>TNS,
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=EME-FERMFEEEKBEM(TrUST: Trusted, Uncompromised Semiconductor
Technology): HA/\—tFa)T4IZHHL. N—FIT7ENDT TO—FEREHT 5. KT
RIS LDBEL, BEROEBORICONT, SEHE2RETE T HHMERKETIIETHS.
F9IE KRBRBZEONCHITLEEINDSHETY —RATERSN R DTN ELE TS
-ODHEMEAREREBIET ., THEIL 2008 F£EIZ 1,980 AKJL. 2009 F£E([Z 200 ARILELGEST
AV

BEERvbT—F2 4 -FObkajL (Military Networking Protocol) :2008 £ 10 A . DARPAE
BR B9 £2 T B (X . TDARPA-BAA-09-11 EER YT —F >4 -FOka)L (Military Networking
Protocol) *® & F R LTz, BTV R (EH A N\—EF 1) TAZRSTASTIRTIRAELA, 2D
BRI AVE—2Ih- T YbDY—R - FRLRAZHET2-ODOEBELDAREENH S,
BAATIEIE&RYLT—F2 4 -FOra)L (MNP) (F, EEfarE1—42- R ybT—YREIFIZ, 58
21— — LRIBFEEBA-RVNT—VBEIBCRERTLERFET H-HDLDTH
%, K70 S LTHREINSTOMIIL, Hifi, RUESRIE MNPEMZFIAT Ha0E1—4
PRYNT—=0- T HL—T (DEEA)AITRAVENT—0 - T—2-JO0—DELHEfRIET 5.
FYRT =D bST49OEHTETEHENSIEE RV T—0- A2 TSR L BARVTI=ZYE
DHELANIVIZEWTHEICEBELANIVEREM T OMETIREL. F-RMAEHLIWVIEFHAE
VS AMIZHBITEFEBENEEAEEICL, SHICY—EXRDEICHATIERREDEEHLEE
BRI B ERARTLND,

E R {RFE 818 (NCR: National Cyber Range):2009 £FEFEERDPTIEE RSN TV
LAY, DARPAESRR B F T B 1E 2008 &£ 5 A 5 H.[DARPA-BAA0S-43 ER{x a1
(National Cyber Range) ® 1 H47LTW\%, ZNEEZICIF. U TOLSITTEATNS:

NCR D BRIX. UTERREICY D REEHERMB TS &ISEY . TN\ —F R —
VAVERTITHAERDEAICERELLTETHD,

HEMRYRT—IIRBICE TS FRARMRVERFEY—IVICET SEEL-
E E RN DB ETE D Xk

% Military Network Protocol, DARPA-BAA-09-11, Defense Advanced Research Projects Agency, October
2008

80 National Cyber Range, DARPA-BAA08-43, Defense Advanced Research Projects Agency, May 2008
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BAERUIFED DoD RBURTLEFRL—LavIzh(+5, G- KE - B8
Pk T—H EFIFE OB

R—A2231281T5. EEH - - RFRBRORE

A3 —2ybk /5 0—1N)LIEHRY ) YK (GIG: Internet/Global Information
Grid) JRIZD A E IR SR EMFHERDEIR

EIHARY S A N\ —RERERE DR EEIT
BELGHAN—HBRO-OORENFEDOF ARE

2009 £ 1 A 7 H. DARPA BRHIEMBIEATOO /D T7z—X 1 LT, 7 AT LR
%6 2,960 ARILOESFRH LTz, EHRLTOEEEIL. ROBYTHS: X/3LA (Sparta,
Inc.)860 BKJL, BEA L RXTLX(BEA Systems)330 AKJL, AvF—K-<¥—F > (Lockheed
Martin) 540 B K /L, SAIC280 BKIL, /—ROwT-45<> (Northrop Grumman)30 AKJL.
2av X -RFF U AKE (Johns Hopkins University) 730 ARIL, ORI FAFIHR
(General Dynamics)190 AF /L,

2.3.4 2K F/ZF B/ (NSF: National Science Foundation)

NSF [FHtK, EICKZTEBENDERICERWGRARITRET S, FYLT—0- X2 T+
DHFHIZHEITHNSF OTODIIME, BHE-TEOMDO R FICHETH5TODIMMILEELT, v
OIEAFYVELO TSN, TNTEEE NSF [, TOPc/FDHERIIELICEELSND LS
BEDTHEW BE 2 EME. EHTEGALPE#ELEHN D “E B ZE (transformational
research) "X &R ELEMETODIIMEBICAEANTINS,
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EBEOBFHDaE1—T1>% (Trustworthy Computing, HA/3\—-FSAMDE#ETOD T
k) 2009-2010 FEICERSN DG FEHWTOISLTHS, BHEICET HHHE
HMRARZHMSLOLEMT, EEMEOHZMNEREZRIETELSLTODIIMNEZIET D, 45(C
FEIAHRRIC. 2TOIAVR—RUNEHABYIZEE T 51538 — 581 (reliability) . £
TATFZAN— ZLTERE -0 MLERTH-OOFHETIL.ADYY, FILTUX L,
RUORENH D, £1T705S5LTHAHA/3—-FS5 X (Cyber Trust) DELRZEEIZ. AF0
oL BEFEOREBZFERTLHTAODIIMNO BEDOTILTYR L, HHWETARIILIC
BFEEX1)TALOBHRERE. AETSTOS I, FLT, EEME. HALNTEFNICHT
AHHRODREICETHIHBALVE1—TA4V T ETIVEERTHIOP I, 5lEHmERiE
FTHHETH . ATOTSLOTOSIINIEE, 2008 £ 12 Blzagsn=%, xT0Y
FLICHE T B THS IV E 1 —FLIFFHRFIF - T¥ (Computer & Information Science
and Engineering) B8P D R E &, BEEIZFRCATIEh—HRF—- AO > K% (Carnegie Mellon
University) CIEEEDH TV E1a—T4 0 J ICETAMEICREBL TN CEN S, KTOTS
LIERBIoZ KGXREHRFTEIEEZIOND,

ST 7AYTSLTHAYA/N— FSRIY, 2008 FEICELEHELE-TOYSLO—HELUT
[ZE29:

RybRyk-aToFEHBaZTa=—sr—3 3> 0O BAR (Understanding Botnet
Command and Control Communication): RyrEDRYET—2-LRILDEE
ERZEZERUVHRTHLEEIC, EARMLGRYMEEERDOBRICHIR VbRV
C&C aZa=4—23>-TJatal-B v I%FIATHIEICEY . RybRyrERIC
X HIEEEKRIBIRHDEFBET

8 Trustworthy Computing, National Science Foundation.

82 CISE Cross-Cutting Programs: FY 2009 and FY 2010, National Science Foundation
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F—FIRX-FL—REILTL— LT —% (Dartmouth Trace Sanitization
Framework): AYEa—4-RrybI—IDFEBESATTHHMTENIX, AV E2—
2D —F O THRIF LY RRICEILT Do BRGNS, RYT—9-FL—X%
RO THEBEITEHILERETOMERE L. A RHREBIRT 5=, FL—REEY])
[T IE"LERITRIERSHWN, ATODIIME, RybT—Y - bL—RHAFELYRE
2. M DPL—RFILELYBEICITIEICKY RYRT—D-FL—RAEFDREZE
B9,

YA\ —-FS5AMEIZE (Usable Cyber Trust Indicators): Y ATLhtFal)
T4 D) T4HIVEHEEDRITE ABID Y )L—T (human in the loop) " IZIKET 515
B. TOHEZTL D LNIERT EINEEET SO, YA/N\— FSAMEENE
ASNBHIENLZ, HEEETEE. FHREEEL. I TITEESh-FERZARAEICR
WEISHE. ZLTEDTHICEEESEALSOLES, HAHWNITKEIEELL THEE
T, KRR YA N—FSAMEEDOANUZRAEIT HEELIT. TAOIEEEZR
LEMNOERAEEICT 510D T7TO—FEHFKT 5,

PR RE R X ) TARER D=0 DI —F—ET L EH/IMY—IL (Router Models
and Downscaling Tools for Scalable Security Experiments): H—EXIHE®D
EOLIMEAD, KAV BEZT=HS (inter-domain) L—T 4 F (20t T HEMN SDBH
BDIFEAL T WEMTKE, HEANE TR ITRENKRELGRIETOEEN LA
SNTLVEWL, KRTADIIME LWTFITRYT ZEFZBL T, EXaT(HRICETD R
EMLREOBBEORAICRYBL LD THL:OIL—F3— ETIL . SEREELGHS
PRARATREI L —2— DO Z DR DET ILE  LROBEICGHESIN-OFIATIC
BWT, BEMGREMNEEN—RIZRET 5. QMY —IL:Y2alb—23y I3a
L—oay, FETAMYMNIRZFIALTERICHBRZTIA1IC. BBV )4 %
Bt 5-bDRIMERHET 5,
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AEX AR X 7HMICHEITHMEF—L(TRUST: Team for Research in Ubiquitous
Secure Technology): TRUST.IE., £Fal) T4, TSAN— T—H2RE. ZLTEEDS
(A ATLDORFE-BA-FIRICELLEIRBITHEEZEZHEOM., Biiiid ERE. &M,
BURE . LU FHEBEICRYBONSFRZREMNT Y 4—THH® B EEH (Principal
Investigator) (&, AV THIL=F KEN—IL—ROMEETHD, BIREARMIL 2005 F£6 A 1
AA5 2010 £ 10 A 31 BFET. BIE%E(IL 1,498 BRILTHD, Rt 2—I. RITTRT 8
T—RITEALTWS HE. EFERLK. DERET VI T FLYD - FSURT7— F
D=, BUK. £ — vk D=V EEDOEITDHIRT L,

KIS HAN— SR TAY S LT THRISN-EELL2—ERT,

83 Team for Research in Ubiquitous Secure Technology (TRUST)
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pA=DZ /18

£ 3:NSF YA /3\—- SRt 2—BIEFTOD Ok

AE

EfE-B3-={E%8E -7
BE-BRAGEZE LS
—(ACCURATE:
Center for Correct,
Usable, Reliable,
Auditable, and
Transparent
Elections)

WEE

David Wagner

AV ITH I =T RFE/N—
2L —#% (University of
California-Berkeley)

BFREVATLIZBWT RGBSV AT LA
(. B.BELE)ARE-EHEED,. YIrIZT -
T—XTOF %, BSABLEN—FIzT7 . RUES
TOrIWNERET D, T VATLDOEAEMEICD
WTEHARDEEDIC, D HBUERETEFHEH, BT
FHATHILICKY BREDRTLEDRMICUL D
[CRETEDINEMET S,

A B3—FYNEZ LS
BO=HDH A1\ —+
SRkt A—
(CCIED: Cybertrust
Center for Internet
Epidemiology and
Defenses)

Vern Paxson

EFEavEa—428 2
ZZ i (International
Computer Science
Institute)

Stefan Savage

H)ITHIV =T REH>
T4 T3# (University of
California-San Diego

At A—TE RO 2 HOERH=—X(F0Y
B: A3 —YMEFEDEE(ENAET) ERFIC
XY HBEERDAHE, FT-LBHECHLYTILE
A LTEBNICHEREZIRAZLNTELLIGY
AT LERFKTBHIE, AIHlOLEWRED D ERE R
vk —- 2= (network telescope) "% . A
T5, EREMBIL MEFHE/N=—RYb
(honeypot)"H—/A—@DaL YL 3> THAH IN=—7D
7—Ls (honeyfarm) " H74—KEh b, /NZ—Ryh-
H—N—DREL AV F—FYMREOIVE 21—
BN ADEFEEETT .

BHEIERADI=HD
{EFEICET S H AN
—-A2 75 (TCIP:
Trustworthy Cyber
Infrastructure for the
Power Grid)

William Sanders

L)/ AKRET—INF—
DT R—IR
(University of Illinois
Urbana-Champaign)

BEHRBERGELOODEEDH I/ /NN—RE(IZH
MALNDEIERIEREHEBRBOIHD., Yo
IN— AV TSDERET. BE. RUIMLEEAEICEATS
FEICRYED, EHVRT LY AIN—A(2DF
DHEIFIPHEF X, DY) TAANGEATF5-
ATLNEETZEDERBETHHIIEMND, AT
DI CREEINBDYa—avlE. FNHURT
LIZHRIBRIER AT REL D ENEAF IS, o
T ATOCIIDFET. FEDEHHLMBER
CHD T TAHIVEAL TSDIEE S KIZE KRGS
E425Z . ThoZEXYEFa7 . M OEEE. &2
BEDIZTEEEZLND,
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2.3.5 EF L £ RMES (NSA: National Security Agency)

NSA FEIFHZERELZOTLSA,NSA [ NITRD FAJSLTTCEREINEZRYLT—5-
YAN—tF2)TAEBDO—HZREL TS, NSA AEENT HMBEEICIE, VIO TIRE.
J'a—/\)L1E$RY ) wE (Global Information Grid) D= D HEEERE-REE. X)) T8
HORKRRHEESE. RIISNEREEF. ZLTIA VLR - RN T—ODEF 1) TAHEFE
N5, NSA [FFE. COTS N—FIz7 0 FERVNTI—IDODEET7 LTI LELE,
BE(ENMET)IR—RDFVET—VEREMZEFAT S, ReLFAVE2—T12 7 - T3k
T—LEMOBAFEICLRHBELTEY. ThoDERE. FRIEICRLGHLARIILOEREFEE
ZERIT- LT SESELFABZICHLARLTLS,

2.3.6 DoD A E#E: BEE, #E, Z¥E (oD Services: Army, Navy, Air Force)

BERZEE (L. DARPA 1 NSA L E DB THRESN-RRZICAT A0, IEA R&D &%
ELTLV%,2008 £ELE 2009 FEDENAHFELLT, LERBEE D X T L (EKMS:
Enhanced Key Management System) D—#i&LT NSA A BEFEL-EMiZFIRT 5. REE
VAT LREFBEL-BEEX )T DBIELETFONDS, T, EF 1) ToEMT PR BDHK
EICRYVEA. BEOHDITAM/N—KE, HEHVIIBEBRBY A N\—KREIZHTEIH—ER-RY
bO—H LS RTLOREERIET D, BEEHEIRET YT L—RL, FB—/LIERTUYRIZEH
(FRBREDRYRRDEARL =23V ([ThBEIND ., KYERMGEE A TLEZEAT D,
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24  FERYNI—U-EF1)TARIDEVE—DHE
2.4.1 BRrss
E AR TER (NIST: National Institute of Standards and Technology)

1SR W SRS K —(Information Technology Laboratory)
FHE:2008 £ E 1,050 FF)L, 2009 &FE 110 AFIL

NIST [2B1+DFvbT—9-tF 2T+ R&D (&, BRIM SRS —TEIESN S, NIST 1F
BELBMICEWTHEAGEREIZIE> TSI EM D, %@t#z')?«f%ﬁﬁﬁﬁ%@(itﬁ;f(&
BOHTIGRABDENEDELEOTUVS, NIST (&, MERVAFHIESH. FRiE. REEE. /N1
FTANIOR ZLTARY—h b—OU DFFE. HBR. RURBEITEVLWT. RFOEELKREZR
=LTW%, &IETIE. [BXDOT—2EE{L#R#& (DES: Data Encryption Standard) DXHYIZ,
IS 1L R4 (AES: Advanced Encryption Standard) DiRRIZDEN>-MHELAENELT
H5. FEIEL 2008 F£EIL, 1,050 BRIL, 2009 £E I 110 BRILTHSB,

X2 F45 75 IL—F (Security Technology Group) :B55 . H T, RV H T
MET S, TOCzHMIE, Te FEEE (e-Authentication, 42 —F vk L THIAEZRIT 51
HDMEN—ZXDEHH) 1. TBEST T r—a> 4275 (Cryptographic Applications &
Infrastructures, 77 U4r—av e TORAMBEZ A ISD=HDEFa)T1-H—EX) .
Mg SV —JL¥E vk (Cryptographic Toolkit, 7 L3 X LOEMTEWLSI=EEAVR—FR D
mhn, MAENENENO=—XICIECTERLIAFEHY—ILFYL) | TEFREICET S
21T+ (Security Aspects of Electronic Voting, IRES AT AICHTHERICKEL, &
BRENFRILT DEF1UTAT—FTIFv) 1. BB/ v a-TOP /I (Cryptographic
Hash Project. AES R RIZ DN > LRI LB R A FZEL. MiFEE/ v T - 7T
DALORBRMERRT D) 1BENEENS,
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AT LRURYRT—H-Fa) T4 IL—F (Systems and Network Security Group):
HEBMEREL. VUTAHLBERAVISICEREEEEEZ DL, HLLVEF YT
) )a—3 EEET S, BEOBDEEICIE RAX—rh—F- 1275t FaUT4. 7
AVLARUVENSIEER LX) T0. RARF—/\— A2 a—Fyk-TOLaJL (VoIP) £+
)T/, EFBEHREFEEY—IEFE T/ CRHMERAEE., 12— vk-JOk
L-tEF )T BARE VAT L EFERVAT LX) TALEFES. RUREM
PHDREEND IR TODHMELTIE. TEEI X2 T #8515 (Automated Security
Functional Testing) I. If&RE|IRXR—X D7/t X #lfHl (Role Based Access Control) |, [E/3A
L= FRERvY -2y —%2 (MANET: mobile ad hoc network) &> H—-RykDJ—4-F%a1)
T4 (Sensor Network Security) |, [T22—0 54X -2ybD—9I2EIT2F1)T4-URY
#I%E (Measuring Security Risk in Enterprise Networks) 1, ZLTIAY—rh—FK R&DJHEMD
Z(Ffonbd,

XU TEBEFIES IV—TF (Security Management and Assistance Group) : £¥a!)
TAICEAT S EERUVORG LOMEICEATAERREEZTITO. ARFHIRENTHS.

X1 TAREREAN) VRS JL—T (Security Testing and Metrics Group) :lEE5E 21—
IWERBETZINTIXLEBA IR IRIN) —DRE. RUTAMXI—FORAKICEATS
REE. ERTA—JLICH T HEMZIBORY. HE-IF-BRITOTSLLGEELERRT S,

SR EBIATL-FOS 5.4 (dentity Management Systems Program) : EF 5 tEE,
D)TAAIEERE RUBFETOEAEEBRED-ODHRBETILEANIVRDODEREEF
BT 5, BARRMGEREICIE. AX—M—FEBRBR T TO0I 5307 - 108—TJ1—R%(EL
HEFTHAT—MA—FHBREORAFE. BELCER. ZLTEHEBELH D F-. FTEEIR
TLDI=ODINAF ANy Y- T—R (B, 5. 1L ¥. 7. DNA) [CBT SR LIToTLVS,
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BREERXYIAN—tX2) T A=F7F7 BELFX 1) T1H M (Comprehensive
National Cyber Security Initiative: Leap-Ahead Security Technologies):1.1.2 IET&
WU AN—EF2 )T AZOTFIEXIETHEMT. 2009 FEFEEKRICEYAFN
tzo EREEIE 500 ARILTHS, NIST (&, RIZTFT 3 SEEICBTEMREREL TS :DIE
RE5zon-EANHL BEStENfaVE1—32- RN T—DELRTLADTIERES
AZB=OIT—ICFIRAINS . BSROLM. RE. FIA. &RE. TLTHEO OO HEMH
BEDER. NSA Z(FLHET HTDMBERIZK T 5, HMTHIL Y ILT—av DR TERS
N5, Q NRAT—FPOUERAXYUEZEL . ERNRAFEOOHDEEILINIZTL—LT
— DA, TNOFEIE, BfEaVE1—42 TSV I+—LOARL—TA2 T - RT LA
(OS)EITHIATESZL, COMVMAIE. X RERELEEZECEMBFHERUAN S —
EBALTERSINS, QtFa) T4 RBILTIEE LX) TAREDEFTYTHS. EFR
TAH My T -a7 & E (Federal Desktop Core Configuration) D&%, D4R X XP EER
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